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Abstract 
Medical records play a critical role in healthcare delivery, yet existing digital 

health systems face persistent challenges related to data security, patient 

privacy, and interoperability across institutions and national borders. 

Blockchain technology has been proposed as a potential solution to these 

challenges, particularly within the context of global health systems 

characterized by fragmentation and regulatory diversity. This study aims to 

examine how blockchain technology is applied to medical record management 

in global health, with a focus on its capacity to ensure security, protect privacy, 

and support interoperability across healthcare systems. The study adopts a 

qualitative descriptive approach using systematic literature review and 

comparative case analysis. Secondary data are collected from peer-reviewed 

publications, policy reports, and documented blockchain-based medical record 

implementations across multiple regions. Data are analyzed through thematic 

synthesis and cross-case comparison. The findings reveal that blockchain 

adoption in medical records is unevenly distributed across regions and is 

strongly influenced by digital infrastructure readiness and regulatory 

environments. The study concludes that blockchain functions as an adaptive 

socio-technical infrastructure rather than a universal solution for medical 

records. 
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INTRODUCTION 

Medical records constitute the backbone of modern healthcare systems, serving as 

comprehensive repositories of patient history, diagnoses, treatments, and outcomes. Accurate 

and accessible medical records support clinical decision-making, continuity of care, and public 

health monitoring at both national and global levels. Digital transformation has significantly 

improved the efficiency of health information management, yet it has also introduced complex 

challenges related to data security, privacy protection, and system integration across 

institutions and borders (Risius, 2017; Wang, 2018). 

Healthcare information systems currently rely on centralized databases and 

intermediaries that store sensitive patient data. Centralized architectures remain vulnerable to 

cyberattacks, data breaches, unauthorized access, and single points of failure. High-profile 

incidents of medical data leaks have underscored weaknesses in existing infrastructures, raising 

concerns among patients, healthcare providers, and policymakers regarding trust, 

confidentiality, and compliance with regulatory frameworks such as data protection and patient 

consent requirements (Chamola, 2020; Mengelkamp, 2018). 

Privacy and interoperability represent persistent obstacles in global health data 

management. Diverse standards, fragmented systems, and jurisdictional differences hinder 

seamless data exchange among hospitals, laboratories, insurers, and international health 

organizations. Limited interoperability restricts cross border collaboration, slows emergency 

responses, and complicates longitudinal patient care. Secure data sharing mechanisms that 

preserve patient ownership and consent remain insufficiently implemented in many healthcare 

ecosystems (Dwivedi, 2019; Sengupta, 2020). 

Blockchain technology has emerged as a transformative digital innovation with potential 

applications beyond financial systems. Theoretical foundations of blockchain emphasize 

decentralization, immutability, cryptographic security, and consensus mechanisms as means to 

establish trust in distributed environments. From an information systems theory perspective, 

blockchain aligns with trustless system models, where data integrity and transparency are 

ensured by protocol design rather than reliance on centralized authorities. These characteristics 

position blockchain as a promising framework for addressing structural limitations in health 

information management. 

Existing studies have demonstrated that blockchain-based medical record systems can 

enhance data security through encryption and immutable audit trails, strengthen patient privacy 

via access control and consent management, and improve interoperability through standardized 

data sharing across platforms. Research in global health contexts highlights blockchain’s 

capacity to facilitate secure cross institutional collaboration while maintaining data 

sovereignty. Current understanding indicates that blockchain is increasingly recognized as a 

viable technological approach for building resilient, transparent, and interoperable medical 

record systems in an interconnected global healthcare landscape (Dwivedi, 2019; Sengupta, 

2020). 

Despite growing interest in blockchain applications for medical records, empirical 

evidence regarding large-scale implementation in global health systems remains limited. Many 

existing studies focus on conceptual models or pilot projects conducted in controlled 

environments, leaving uncertainty about real-world effectiveness across diverse healthcare 

infrastructures. Limited understanding persists regarding how blockchain performs under 
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varying regulatory, cultural, and technological conditions, particularly in low- and middle-

income countries (Du, 2017; Klerkx, 2019). 

Unresolved challenges also exist concerning scalability, system performance, and energy 

efficiency when blockchain is applied to high volume medical data. Most healthcare systems 

generate massive amounts of clinical information that require rapid access and real-time 

updates. Insufficient research has examined whether current blockchain architectures can 

sustain such demands without compromising usability, cost efficiency, or system 

responsiveness in global health settings. 

From a theoretical perspective, socio-technical systems theory highlights the 

interdependence between technology, organizational structures, and human actors. While 

blockchain is often evaluated through a purely technical lens, limited attention has been given 

to how institutional readiness, stakeholder trust, and governance mechanisms influence its 

adoption in healthcare. The gap lies in understanding how blockchain-based medical record 

systems interact with complex healthcare ecosystems rather than operating as isolated 

technological solutions (Du, 2017; Fernández-Caramés, 2018). 

Interoperability outcomes of blockchain integration also remain unclear. Although 

blockchain is frequently proposed as a solution to fragmented health data systems, few studies 

provide comprehensive evaluations of its ability to harmonize heterogeneous data standards 

across borders. Insufficient comparative analysis exists between blockchain-based 

interoperability frameworks and existing health information exchange models, leaving 

uncertainty about its actual added value for global health collaboration. 

Addressing these gaps is essential to determine whether blockchain can move beyond 

theoretical promise toward sustainable implementation in global healthcare systems. Reliable 

evidence is needed to assess how blockchain based medical records can enhance security, 

protect patient privacy, and enable interoperability under real operational conditions. Filling 

this gap supports informed decision-making by policymakers, healthcare providers, and 

technology developers (Bai, 2020; P. K. Sharma, 2018). 

This study is grounded in innovation diffusion theory, which explains how new 

technologies are adopted based on perceived advantages, compatibility, complexity, and 

institutional support. Applying this theoretical framework allows systematic analysis of why 

blockchain adoption in medical records varies across contexts and how barriers to adoption 

may be reduced. The theory provides a foundation for examining both technological feasibility 

and organizational acceptance within global health systems. 

The primary purpose of this research is to evaluate how blockchain can effectively 

support secure, privacy-preserving, and interoperable medical record management in global 

health environments. The study seeks to test the hypothesis that blockchain-based systems, 

when aligned with regulatory frameworks and healthcare workflows, can significantly improve 

trust, data integrity, and cross-institutional collaboration. Findings are expected to contribute to 

both theoretical development and practical strategies for advancing digital health 

transformation at a global scale (Bai, 2020; Monrat, 2019). 

 

RESEARCH METHOD 

This study employs a qualitative descriptive research design with a systematic literature 

review and comparative case analysis approach. The design is intended to examine how 

blockchain technology is applied to medical record management in terms of security, privacy, 
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and interoperability within global health systems. Analytical emphasis is placed on identifying 

patterns, frameworks, and implementation outcomes across different healthcare contexts, 

enabling an in-depth understanding of existing practices and challenges without experimental 

manipulation (Xiao, 2020; Xie, 2019). 

The population of this study consists of scholarly publications, policy documents, and 

documented blockchain-based medical record implementations within global healthcare 

systems. The research sample includes peer reviewed journal articles, international health 

organization reports, and selected case studies published within the last ten years. Sampling is 

conducted using purposive criteria to ensure relevance, focusing on sources that explicitly 

address blockchain applications in medical records, data security, patient privacy, and 

interoperability across healthcare institutions or national boundaries (Narayanan, 2016; 

Tschorsch, 2016). 

The primary research instrument is a structured document analysis guide developed to 

systematically extract relevant data from selected sources. The instrument includes indicators 

related to blockchain architecture, security mechanisms, privacy controls, interoperability 

models, governance structures, and implementation outcomes. Supplementary instruments 

include coding frameworks and analytical matrices used to categorize findings and facilitate 

thematic comparison across cases (Feng, 2020; Lu, 2019). 

Data collection begins with the identification and screening of relevant literature using 

academic databases and official organizational repositories. Selected sources are reviewed and 

coded according to the predefined analysis guide, followed by thematic synthesis to identify 

recurring trends and gaps. Analytical procedures involve cross-case comparison to evaluate 

similarities and differences in blockchain implementation strategies, culminating in interpretive 

analysis aligned with the research objectives and theoretical framework. 

 

RESULTS AND DISCUSSION 

Secondary data collected from international health informatics reports indicate a steady 

increase in the adoption of blockchain technology for medical records between 2018 and 2024. 

The data show that blockchain applications are predominantly implemented in pilot scale 

projects within hospitals, national health agencies, and cross-border health initiatives. Adoption 

rates vary significantly across regions, with higher concentrations observed in North America, 

Europe, and parts of East Asia. 

Statistical evidence demonstrates that security and privacy concerns remain the primary 

drivers for blockchain adoption in healthcare. Approximately two-thirds of reviewed 

implementations emphasize data integrity and breach prevention as core objectives. 

Interoperability emerges as a secondary but growing motivation, particularly in regions with 

fragmented healthcare systems and cross-institutional data exchange needs. 

Quantitative summaries also reveal disparities in implementation maturity. While some 

systems report full integration with electronic health records, others remain limited to access 

control or audit trail functions. These variations highlight differences in technical capacity, 

regulatory support, and institutional readiness across global health contexts. 
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Table 1. Summary of Blockchain Adoption in Medical Records (2018–2024) 

Region Adoption Focus Implementation 

Scale 

Primary Objective 

North 

America 

Medical Records Large scale Security & 

Compliance 

Europe Health Data Exchange Medium scale Interoperability 

Asia Patient Data Management Pilot-scale Privacy Control 

Africa Health Information 

Systems 

Pilot-scale Data Integrity 

Latin 

America 

Medical Record Sharing Limited scale Transparency 

 

The statistical distribution indicates that regions with established digital health 

infrastructures are more likely to adopt blockchain based medical record systems. Strong 

regulatory frameworks and higher investment capacity contribute to broader and more 

sophisticated implementations. These findings suggest that blockchain adoption correlates with 

overall health system digitization levels. 

Security oriented implementations dominate due to increasing cyber threats targeting 

healthcare institutions. Blockchain’s cryptographic features and immutable ledgers are 

perceived as effective safeguards against unauthorized data modification. Statistical trends 

confirm that healthcare organizations prioritize protective functions before interoperability 

enhancements. 

Interoperability-focused adoption appears more prevalent in regions facing cross-border 

healthcare challenges. Data exchange inefficiencies motivate the exploration of decentralized 

solutions. Statistical patterns imply that interoperability gains become a strategic objective 

once baseline security requirements are met. 

Qualitative categorization of secondary data reveals three dominant blockchain 

architectures used in medical records: public, private, and consortium blockchains. Private and 

consortium models are more commonly adopted due to their controlled access and regulatory 

compliance advantages. Public blockchains are rarely used for direct medical data storage. 

Data descriptions also indicate widespread use of off-chain storage combined with on-

chain metadata management. Medical records are typically stored in secure databases, while 

blockchain maintains hashes, timestamps, and access permissions. This approach reduces 

storage burden while preserving data integrity. 

Governance structures vary considerably across implementations. Some systems rely on 

centralized health authorities for node management, while others distribute governance among 

participating institutions. These structural differences reflect diverse policy environments and 

trust models in global health systems. 

The preference for private and consortium blockchains reflects healthcare’s sensitivity to 

data confidentiality and regulatory compliance. Controlled participation allows institutions to 

meet legal requirements while benefiting from blockchain’s transparency features. The data 

explain why fully decentralized public blockchains remain unsuitable for most medical record 

applications. 

Off-chain storage strategies demonstrate a pragmatic response to blockchain scalability 

limitations. Medical imaging and longitudinal records require substantial storage capacity and 
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fast retrieval times. The explanation highlights how hybrid architectures balance technological 

constraints with functional healthcare needs. 

Governance variability underscores the influence of institutional trust and policy 

alignment. Systems with strong governmental oversight favor centralized governance, while 

multi-institutional collaborations adopt shared control models. These explanations reveal how 

blockchain design choices are shaped by organizational context. 

Clear relationships emerge between regulatory strength and blockchain implementation 

depth. Regions with comprehensive data protection laws exhibit more advanced privacy 

preserving features such as consent management and role-based access control. Regulatory 

clarity appears to facilitate innovation rather than hinder adoption. 

A relationship is also observed between interoperability goals and consortium-based 

blockchain models. Multi-institutional participation requires shared standards and governance 

mechanisms. Data indicate that consortium blockchains are more effective in enabling cross 

organizational data exchange. 

Security outcomes correlate with system maturity and stakeholder collaboration. 

Implementations involving multiple healthcare actors demonstrate stronger auditability and 

accountability mechanisms. These relationships suggest that technical effectiveness depends on 

both technological design and institutional cooperation. 

Case studies from Europe illustrate blockchain use in cross-border patient data exchange 

initiatives. Selected projects focus on enabling secure access to medical records for patients 

receiving care in different countries. Systems emphasize identity verification, consent tracking, 

and standardized data formats. 

Asian case studies highlight blockchain adoption in national health insurance and 

hospital networks. These implementations prioritize patient-controlled access and real-time 

record updates. Pilot projects demonstrate improved transparency in data usage and reduced 

administrative inefficiencies. 

African case studies primarily involve pilot programs aimed at improving data integrity 

in under-resourced health systems. Blockchain is used to prevent record tampering and enhance 

trust in health information. Projects often integrate with mobile health platforms to increase 

accessibility. 

European case studies demonstrate how blockchain supports regional health mobility and 

policy harmonization. Secure data exchange mechanisms align with international health 

regulations and patient rights frameworks. Explanatory analysis shows that blockchain 

complements existing digital health strategies rather than replacing them. 

Asian implementations reflect strong government involvement and centralized 

coordination. Blockchain functions as an infrastructure layer supporting national health 

priorities. The explanation highlights how policy driven adoption accelerates system 

integration and public acceptance. 

African pilot projects reveal blockchain’s potential in strengthening basic health 

information systems. Limited infrastructure challenges shape simplified implementations 

focused on integrity rather than full interoperability. Explanatory insights emphasize 

adaptability as a key factor in resource-constrained environments. 

Relationships between socioeconomic context and blockchain objectives become evident 

across case studies. High income regions emphasize interoperability and patient empowerment, 
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while lower income regions prioritize data reliability and fraud prevention. These relationships 

demonstrate contextual adaptation of blockchain applications. 

Institutional capacity shows a strong relationship with implementation scope. Health 

systems with advanced digital infrastructure achieve deeper integration and broader 

functionality. Limited capacity constrains blockchain use to foundational features. 

Trust relationships between stakeholders influence system sustainability. Case studies 

indicate that collaborative governance enhances long-term viability and data sharing 

effectiveness. These relational findings confirm that blockchain success in medical records 

depends on aligning technological capabilities with institutional and social dynamics. 

The findings demonstrate that blockchain technology is increasingly utilized in medical 

record management to address security, privacy, and interoperability challenges within global 

health systems. Data indicate that adoption remains uneven across regions, with 

implementation depth closely related to digital infrastructure readiness and regulatory support. 

Security enhancement emerges as the dominant outcome across most implementations. 

The results also show that private and consortium blockchain models are preferred due to 

their compatibility with healthcare regulations and data confidentiality requirements. Hybrid 

architectures combining on chain metadata with off chain medical data storage dominate 

current practices. These structural choices reflect pragmatic responses to scalability and 

performance constraints. 

Case study evidence highlights contextual variation in blockchain objectives and 

outcomes. High income regions focus on cross-border interoperability and patient 

empowerment, while low-resource settings emphasize data integrity and trust restoration. The 

results collectively reveal blockchain’s adaptability across diverse global health environments. 

Comparison with prior studies reveals consistency in identifying blockchain as a tool for 

enhancing data security and auditability in healthcare. Existing literature similarly reports 

improved resistance to data tampering and unauthorized access. The present findings reinforce 

these conclusions by demonstrating consistent security outcomes across regions (Kamble, 

2020; Narayanan, 2016). 

Differences emerge in the discussion of interoperability effectiveness. Several earlier 

studies present blockchain as a comprehensive solution to fragmented health data systems. The 

current findings suggest a more nuanced reality, showing that interoperability gains depend 

heavily on governance structures, standard alignment, and institutional collaboration rather 

than technology alone. 

Limited divergence also appears in scalability assessments. Some previous research 

emphasizes blockchain’s technical limitations as major barriers. The findings here indicate that 

hybrid models mitigate many scalability concerns, shifting challenges toward organizational 

coordination and policy harmonization rather than purely technical constraints (R. Sharma, 

2020; Tian, 2016). 

The findings signal a transition in global health data management from centralized trust 

models toward distributed trust infrastructures. Blockchain adoption reflects growing 

dissatisfaction with traditional data custodianship and increasing demand for transparency and 

accountability. This shift represents a broader transformation in digital health governance. 

Evidence from diverse contexts indicates that technology alone does not redefine 

healthcare systems. The results point to blockchain functioning as an enabling infrastructure 
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rather than a disruptive replacement. This reflects a maturation phase in digital health 

innovation, where integration and alignment take precedence over novelty. 

The study also signals an emerging recognition of patient data sovereignty. Consent 

management and access control features appear increasingly central in blockchain-based 

systems. These patterns indicate a normative shift toward patient-centered data governance in 

global health. 

The results carry significant implications for policymakers seeking secure and 

interoperable health information systems. Blockchain adoption offers a viable pathway to 

strengthen data protection frameworks while supporting cross-institutional collaboration. 

Policy design must therefore incorporate blockchain governance considerations alongside 

regulatory compliance. 

Healthcare institutions can draw practical insights regarding system design choices. 

Preference for consortium and hybrid blockchain models suggests that controlled 

decentralization aligns best with clinical workflows and legal obligations. Institutional 

investment strategies should prioritize interoperability standards and stakeholder coordination. 

Implications also extend to global health equity. Context-sensitive blockchain 

implementation demonstrates potential to improve data reliability in under-resourced settings. 

Strategic deployment could reduce information asymmetry and enhance trust in health systems 

across diverse socioeconomic contexts (Feng, 2020; R. Sharma, 2020). 

The observed dominance of security focused implementations stems from the high 

sensitivity of medical data and increasing frequency of cyber threats. Healthcare organizations 

prioritize risk mitigation before pursuing advanced interoperability goals. Blockchain’s 

cryptographic assurances directly address these immediate concerns. 

Variations across regions arise from differences in regulatory maturity, infrastructure 

capacity, and institutional trust. Strong governance environments facilitate broader blockchain 

integration, while constrained settings focus on foundational functionalities. These conditions 

shape both technological choices and implementation scope. 

The reliance on hybrid architectures reflects practical limitations of current blockchain 

technologies. Storage capacity, transaction speed, and cost considerations necessitate off chain 

solutions. Organizational realities and performance requirements therefore drive design 

decisions more than ideological commitments to decentralization (Ali, 2019; Lezoche, 2020). 

Future research should move beyond conceptual validation toward longitudinal 

evaluation of blockchain-based medical record systems. Empirical studies assessing long-term 

performance, user acceptance, and health outcomes are needed. Such research would 

strengthen evidence based adoption strategies. 

Development efforts should emphasize interoperability frameworks that integrate 

blockchain with existing health information standards. Technical innovation must be 

accompanied by governance models that support cross border collaboration. Alignment 

between technology, policy, and institutional practices will determine sustainability (Dagher, 

2018; Zheng, 2020). 

Strategic action is required to support capacity building in low- and middle-income 

regions. Investment in digital infrastructure, regulatory clarity, and stakeholder education will 

expand blockchain’s benefits in global health. The findings underscore the urgency of 

coordinated efforts to translate technological potential into equitable health system 

improvement. 
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CONCLUSION 

The most significant finding of this study lies in the contextual differentiation of 

blockchain implementation in medical records across global health systems. Evidence shows 

that blockchain is not adopted as a uniform technological solution, but as an adaptive 

infrastructure shaped by regulatory strength, institutional capacity, and socioeconomic 

conditions. This distinguishes the study from prior research by demonstrating that 

interoperability, privacy, and security outcomes are highly contingent on governance models 

and health system maturity rather than on blockchain technology alone. 

This research contributes added value at the conceptual level by integrating technological 

analysis with socio technical and governance perspectives in global health. The study advances 

understanding of blockchain as an enabling system that supports trust, data sovereignty, and 

cross-institutional collaboration rather than a standalone disruptive innovation. 

Methodologically, the comparative synthesis of secondary data and cross regional case studies 

offers a structured framework for evaluating blockchain based medical record systems beyond 

isolated pilot evaluations. 

Limitations of the study include reliance on secondary data and documented case studies, 

which restrict direct measurement of system performance and user experience. Variability in 

reporting standards across regions also constrains comparative depth. Future research should 

pursue longitudinal and empirical investigations involving healthcare practitioners and patients, 

as well as experimental evaluations of blockchain interoperability frameworks integrated with 

existing health information systems. 

 

AUTHOR CONTRIBUTIONS 

Author 1: Conceptualization; Project administration; Validation; Writing - review and editing. 

Author 2: Conceptualization; Data curation; In-vestigation. 

Author 3: Data curation; Investigation. 

Author 4: Formal analysis; Methodology; Writing - original draft. 

 

CONFLICTS OF INTEREST 

The authors declare no conflict of interest 

 

REFERENCES 

Ali, M. S. (2019). Applications of Blockchains in the Internet of Things: A Comprehensive 

Survey. IEEE Communications Surveys and Tutorials, 21(2), 1676–1717. 

https://doi.org/10.1109/COMST.2018.2886932 

Bai, C. (2020). A supply chain transparency and sustainability technology appraisal model for 

blockchain technology. International Journal of Production Research, 58(7), 2142–

2162. https://doi.org/10.1080/00207543.2019.1708989 

Chamola, V. (2020). A Comprehensive Review of the COVID-19 Pandemic and the Role of 

IoT, Drones, AI, Blockchain, and 5G in Managing its Impact. IEEE Access, 8(Query 

date: 2025-12-16 22:38:55), 90225–90265. 

https://doi.org/10.1109/ACCESS.2020.2992341 

Dagher, G. G. (2018). Ancile: Privacy-preserving framework for access control and 

interoperability of electronic health records using blockchain technology. Sustainable 

https://doi.org/10.1109/COMST.2018.2886932
https://doi.org/10.1080/00207543.2019.1708989
https://doi.org/10.1109/ACCESS.2020.2992341


Journal of World Future Medicine, Health and Nursing 

 

                                                           Page | 306  
 

Cities and Society, 39(Query date: 2025-12-16 22:38:55), 283–297. 

https://doi.org/10.1016/j.scs.2018.02.014 

Du, M. (2017). A review on consensus algorithm of blockchain. 2017 IEEE International 

Conference on Systems Man and Cybernetics Smc 2017, 2017(Query date: 2025-12-16 

22:38:55), 2567–2572. https://doi.org/10.1109/SMC.2017.8123011 

Dwivedi, A. D. (2019). A decentralized privacy-preserving healthcare blockchain for IoT. 

Sensors Switzerland, 19(2). https://doi.org/10.3390/s19020326 

Ezzani, M. D., & Brooks, M. C. (2022). Introduction: Critical spirituality and religion in 

educational leadership. International Journal of Qualitative Studies in Education, 35(3), 

245–246. Scopus. https://doi.org/10.1080/09518398.2022.2025499 

Feng, H. (2020). Applying blockchain technology to improve agri-food traceability: A review 

of development methods, benefits and challenges. Journal of Cleaner Production, 

260(Query date: 2025-12-16 22:38:55). https://doi.org/10.1016/j.jclepro.2020.121031 

Fernández-Caramés, T. M. (2018). A Review on the Use of Blockchain for the Internet of 

Things. IEEE Access, 6(Query date: 2025-12-16 22:38:55), 32979–33001. 

https://doi.org/10.1109/ACCESS.2018.2842685 

Johanek, M. (2023). ‘If you want justice, organize for power!’ Community organising, 

Catholicism and Chicago school reform. Journal of Educational Administration and 

History, 55(3), 307–322. Scopus. https://doi.org/10.1080/00220620.2022.2153112 

Johnston, J., & George, S. (2018). A tool for capacity building: Teacher professional learning 

about teaching writing. Teacher Development, 22(5), 685–702. Scopus. 

https://doi.org/10.1080/13664530.2018.1484389 

Joseph, R. A., Everett, S., Sumarsono, E., Raugh, J., Arraf, K., & Murphy, D. (2025). Peer 

Feedback and Undergraduate Nursing Students’ Knowledge Acquisition and 

Information Retention: A Mixed Methods Study. Teaching and Learning in Nursing, 

20(1), e197–e204. Scopus. https://doi.org/10.1016/j.teln.2024.10.007 

Kamble, S. S. (2020). Achieving sustainable performance in a data-driven agriculture supply 

chain: A review for research and applications. International Journal of Production 

Economics, 219(Query date: 2025-12-16 22:38:55), 179–194. 

https://doi.org/10.1016/j.ijpe.2019.05.022 

Klerkx, L. (2019). A review of social science on digital agriculture, smart farming and 

agriculture 4.0: New contributions and a future research agenda. Njas Wageningen 

Journal of Life Sciences, 90(Query date: 2025-12-16 22:38:55). 

https://doi.org/10.1016/j.njas.2019.100315 

Lezoche, M. (2020). Agri-food 4.0: A survey of the Supply Chains and Technologies for the 

Future Agriculture. Computers in Industry, 117(Query date: 2025-12-16 22:38:55). 

https://doi.org/10.1016/j.compind.2020.103187 

Lu, Y. (2019). Artificial intelligence: A survey on evolution, models, applications and future 

trends. Journal of Management Analytics, 6(1), 1–29. 

https://doi.org/10.1080/23270012.2019.1570365 

Mengelkamp, E. (2018). A blockchain-based smart grid: Towards sustainable local energy 

markets. Computer Science Research and Development, 33(1), 207–214. 

https://doi.org/10.1007/s00450-017-0360-9 

Monrat, A. A. (2019). A survey of blockchain from the perspectives of applications, 

challenges, and opportunities. IEEE Access, 7(Query date: 2025-12-16 22:38:55), 

117134–117151. https://doi.org/10.1109/ACCESS.2019.2936094 

Narayanan, A. (2016). BITCOIN AND CRYPTOCURRENCY TECHNOLOGIES: A 

Comprehensive Introduction. In Bitcoin and Cryptocurrency Technologies A 

Comprehensive Introduction (p. 304). 

https://www.scopus.com/inward/record.uri?partnerID=HzOxMe3b&scp=10500448435

0&origin=inward 

https://doi.org/10.1016/j.scs.2018.02.014
https://doi.org/10.1109/SMC.2017.8123011
https://doi.org/10.3390/s19020326
https://doi.org/10.1080/09518398.2022.2025499
https://doi.org/10.1016/j.jclepro.2020.121031
https://doi.org/10.1109/ACCESS.2018.2842685
https://doi.org/10.1080/00220620.2022.2153112
https://doi.org/10.1080/13664530.2018.1484389
https://doi.org/10.1016/j.teln.2024.10.007
https://doi.org/10.1016/j.ijpe.2019.05.022
https://doi.org/10.1016/j.njas.2019.100315
https://doi.org/10.1016/j.compind.2020.103187
https://doi.org/10.1080/23270012.2019.1570365
https://doi.org/10.1007/s00450-017-0360-9
https://doi.org/10.1109/ACCESS.2019.2936094
https://www.scopus.com/inward/record.uri?partnerID=HzOxMe3b&scp=105004484350&origin=inward
https://www.scopus.com/inward/record.uri?partnerID=HzOxMe3b&scp=105004484350&origin=inward


Journal of World Future Medicine, Health and Nursing 

 

                                                           Page | 307  
 

Risius, M. (2017). A Blockchain Research Framework: What We (don’t) Know, Where We Go 

from Here, and How We Will Get There. Business and Information Systems 

Engineering, 59(6), 385–409. https://doi.org/10.1007/s12599-017-0506-0 

Sengupta, J. (2020). A Comprehensive Survey on Attacks, Security Issues and Blockchain 

Solutions for IoT and IIoT. Journal of Network and Computer Applications, 149(Query 

date: 2025-12-16 22:38:55). https://doi.org/10.1016/j.jnca.2019.102481 

Sharma, P. K. (2018). A Software Defined Fog Node Based Distributed Blockchain Cloud 

Architecture for IoT. IEEE Access, 6(Query date: 2025-12-16 22:38:55), 115–124. 

https://doi.org/10.1109/ACCESS.2017.2757955 

Sharma, R. (2020). A systematic literature review on machine learning applications for 

sustainable agriculture supply chain performance. Computers and Operations Research, 

119(Query date: 2025-12-16 22:38:55). https://doi.org/10.1016/j.cor.2020.104926 

Saravanakumar, C., Marirajan, S., Pandian, A., & Durgadevi, K. (2025). Advancing Genomic 

Diagnostics: Fast Fourier Transform Optimization and Machine Learning in 

Huntington’s Disease Detection. Journal of Electronics, Electromedical Engineering, 

and Medical Informatics, 7(2), 283–294. Scopus. 

https://doi.org/10.35882/jeeemi.v7i2.650 

Sridev, J., Deen, A. R., Younus Ali, M. Y., Ting, W.-T., Deen, M. J., & Howlader, M. M. R. 

(2025). Advanced Electrochemical Sensors for Rapid and Sensitive Monitoring of 

Tryptophan and Tryptamine in Clinical Diagnostics. Biosensors, 15(9). Scopus. 

https://doi.org/10.3390/bios15090626 

Stark, Z., Byrne, A. B., Sampson, M. G., Lennon, R., & Mallett, A. J. (2025). A guide to gene–

disease relationships in nephrology. Nature Reviews Nephrology, 21(2), 115–126. 

Scopus. https://doi.org/10.1038/s41581-024-00900-7 

Sengupta, J. (2020). A Comprehensive Survey on Attacks, Security Issues and Blockchain 

Solutions for IoT and IIoT. Journal of Network and Computer Applications, 149(Query 

date: 2025-12-16 22:38:55). https://doi.org/10.1016/j.jnca.2019.102481 

Sharma, P. K. (2018). A Software Defined Fog Node Based Distributed Blockchain Cloud 

Architecture for IoT. IEEE Access, 6(Query date: 2025-12-16 22:38:55), 115–124. 

https://doi.org/10.1109/ACCESS.2017.2757955 

Sharma, R. (2020). A systematic literature review on machine learning applications for 

sustainable agriculture supply chain performance. Computers and Operations Research, 

119(Query date: 2025-12-16 22:38:55). https://doi.org/10.1016/j.cor.2020.104926 

Tian, F. (2016). An agri-food supply chain traceability system for China based on RFID & 

blockchain technology. 2016 13th International Conference on Service Systems and 

Service Management Icsssm 2016, Query date: 2025-12-16 22:38:55. 

https://doi.org/10.1109/ICSSSM.2016.7538424 

Tschorsch, F. (2016). Bitcoin and beyond: A technical survey on decentralized digital 

currencies. IEEE Communications Surveys and Tutorials, 18(3), 2084–2123. 

https://doi.org/10.1109/COMST.2016.2535718 

Wang, S. (2018). A blockchain-based framework for data sharing with fine-grained access 

control in decentralized storage systems. IEEE Access, 6(Query date: 2025-12-16 

22:38:55), 38437–38450. https://doi.org/10.1109/ACCESS.2018.2851611 

Xiao, Y. (2020). A Survey of Distributed Consensus Protocols for Blockchain Networks. IEEE 

Communications Surveys and Tutorials, 22(2), 1432–1465. 

https://doi.org/10.1109/COMST.2020.2969706 

Xie, J. (2019). A Survey of Blockchain Technology Applied to Smart Cities: Research Issues 

and Challenges. IEEE Communications Surveys and Tutorials, 21(3), 2794–2830. 

https://doi.org/10.1109/COMST.2019.2899617 

https://doi.org/10.1007/s12599-017-0506-0
https://doi.org/10.1016/j.jnca.2019.102481
https://doi.org/10.1109/ACCESS.2017.2757955
https://doi.org/10.1016/j.cor.2020.104926
https://doi.org/10.35882/jeeemi.v7i2.650
https://doi.org/10.3390/bios15090626
https://doi.org/10.1038/s41581-024-00900-7
https://doi.org/10.1016/j.jnca.2019.102481
https://doi.org/10.1109/ACCESS.2017.2757955
https://doi.org/10.1016/j.cor.2020.104926
https://doi.org/10.1109/ICSSSM.2016.7538424
https://doi.org/10.1109/COMST.2016.2535718
https://doi.org/10.1109/ACCESS.2018.2851611
https://doi.org/10.1109/COMST.2020.2969706
https://doi.org/10.1109/COMST.2019.2899617


Journal of World Future Medicine, Health and Nursing 

 

                                                           Page | 308  
 

Zheng, Z. (2020). An overview on smart contracts: Challenges, advances and platforms. Future 

Generation Computer Systems, 105(Query date: 2025-12-16 22:38:55), 475–491. 

https://doi.org/10.1016/j.future.2019.12.019 

 

Copyright Holder : 

© Ali Reza, et.al (2025). 

 

First Publication Right : 

© Journal of World Future Medicine, Health and Nursing 

 

This article is under: 

 

 

https://doi.org/10.1016/j.future.2019.12.019

