OPEN ACCESS

Journal of Computer Science Advancements
Vol. 4 No. 1. February 2026, pp. 27-38 DOI. 10.70177/jsca.v4i1.3393

Research Article

INFORMATION SECURITY FRAMEWORK INTEGRATING
CRYPTOGRAPHY FOR SECURE INTERNET OF THINGS
COMMUNICATION

Zainal Syahlan', Khalid Al-Shaibani?, and Layla Al-Farsi®
!'Sekolah Tinggi Teknologi Angkatan Laut, Indonesia

2 University of Thi-Qar, Iraq

3 University of Babylon, Iraq

Corresponding Author:

Zainal Syahlan,

Department of Informatics Engineering, Sekolah Tinggi Teknologi Angkatan Laut.

QPJ9+3C2, J1. Bumi Moro, Morokrembangan, Kec. Krembangan, Surabaya, Jawa Timur 60178
Email: zsyahlan@gmail.com

Article Info Abstract

Received: August 6, 2025 The rapid growth of the Internet of Things (I0oT) has introduced significant
Revised: November 5, 2025 security challenges due to the increasing interconnectivity of devices and the
Accepted: January 11, 2026 sensitive nature of the data exchanged. Securing IoT communications is crucial
Online Version: February 14,  to prevent unauthorized access, data breaches, and cyberattacks. However,
2026 traditional cryptographic methods often fail to meet the unique needs of IoT

systems, which are constrained by resource limitations such as processing
power and energy consumption. This research aims to develop a comprehensive
information security framework that integrates cryptographic protocols tailored
to secure IoT communications while maintaining efficiency. The study employs
a mixed-methods approach, combining simulation-based experiments and
expert interviews. Various cryptographic techniques, including AES, RSA, and
Elliptic Curve Cryptography (ECC), are evaluated in IoT network
configurations across different environments. Performance metrics such as
encryption time, energy consumption, and data integrity are measured to assess
the framework’s effectiveness. The results demonstrate that ECC offers the best
balance between security and resource consumption, outperforming AES and
RSA in terms of efficiency. Expert feedback confirms the feasibility and
scalability of the proposed framework. This research contributes to the field by
offering a novel approach to IoT security that can be applied to real-world
networks, ensuring secure and efficient communication.
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INTRODUCTION

The Internet of Things (IoT) has rapidly evolved from a concept of interconnected devices
to a key driver of modern technology, encompassing various sectors such as healthcare, smart
homes, industrial automation, transportation, and energy management (Mishra & Rewal, 2025).
IoT enables seamless communication and data exchange between devices through the internet,
creating an interconnected environment that improves efficiency, convenience, and productivity
(Ramachandraiah et al., 2025). However, this increased connectivity brings about significant
challenges in terms of security, as IoT devices are vulnerable to cyberattacks, unauthorized
access, and data breaches (Peng et al., 2026). The diversity and large scale of IoT networks,
coupled with the resource constraints of many IoT devices, make securing these systems highly
complex (Hou et al., 2025). A growing body of research emphasizes the importance of robust
information security frameworks to ensure the integrity, confidentiality, and availability of data
transmitted across these networks (Lai & Liu, 2025). Cryptography, being a fundamental pillar
of cybersecurity, has emerged as a vital tool for safeguarding loT communications (Zhang,
2025). Yet, despite its significance, there remains a critical need for more comprehensive security
frameworks that effectively integrate cryptographic techniques into IoT systems to address the
specific vulnerabilities these devices face (Tiwari & Kumar, 2025). This research aims to
contribute to the development of such a framework, offering a detailed examination of the
integration of cryptographic protocols within IoT environments.

The security challenges faced by IoT systems are multifaceted, with common issues
ranging from inadequate encryption, data interception, and device authentication to potential
attacks such as man-in-the-middle, denial of service, and data manipulation (Zhang et al., 2026).
As 10T devices often operate in dynamic, open environments with limited computational power,
applying conventional security measures such as traditional cryptographic algorithms can be
inefficient or unfeasible (Tang et al., 2025). This presents a significant problem, as weak security
mechanisms expose loT networks to risks that could compromise user privacy, damage critical
infrastructure, and disrupt service continuity (Han et al., 2025). Furthermore, the increasing
complexity and heterogeneity of [oT systems complicate the design of security solutions that can
scale effectively across diverse platforms while maintaining high performance (Singamaneni,
2025). Current research has proposed various cryptographic solutions for loT security, but there
is still a lack of unified, holistic frameworks that combine cryptography with other key aspects
such as device authentication, access control, and secure communication protocols (Pavan
Nishith et al., 2025). Addressing these gaps is essential for ensuring that [oT systems can function
securely and reliably in real-world applications, where potential vulnerabilities can have serious
consequences.

The primary goal of this research is to design a comprehensive information security
framework that integrates advanced cryptographic techniques tailored to secure IoT
communications (Aydin et al., 2025). Specifically, the study seeks to develop an architecture that
combines encryption, authentication, and integrity mechanisms to create a robust security
solution for IoT networks (Gao & Ying, 2025). The framework will be evaluated based on its
ability to mitigate the most prevalent IoT security risks, such as unauthorized access, data
breaches, and service disruptions (Farshadinia et al., 2025). Additionally, this research aims to
identify and address the performance trade-offs associated with implementing cryptographic
protocols in resource-constrained IoT devices, ensuring that the proposed solutions do not
compromise the operational efficiency of these devices (Xin et al., 2025). Through this approach,
the research intends to bridge the gap between theoretical cryptographic models and practical
security implementations in the IoT context (Wang & Xian, 2025). Ultimately, the framework
will serve as a foundational contribution to advancing IoT security practices, offering a blueprint
for securing communications in future [oT ecosystems.

Although a wide range of security protocols for IoT systems has been explored in the
existing literature, there is still a lack of comprehensive approaches that fully integrate
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cryptographic solutions with other security measures (Maragathavalli & Jothi, 2025). While
some studies focus on the application of encryption techniques such as AES and RSA in IoT
networks, they often fail to consider the specific constraints and requirements of IoT devices,
such as power consumption, processing capability, and network bandwidth (Temara et al., 2025).
Furthermore, the scalability of security solutions remains a persistent challenge, as many existing
frameworks are designed for smaller, more homogenous systems, leaving larger, diverse loT
networks vulnerable (Liu et al., 2025). Another key gap lies in the integration of cryptographic
methods with emerging IoT-specific security protocols, such as Lightweight Secure
Communication (LSC) or Device-to-Device Authentication (DDA), which are designed to
address the unique characteristics of [oT systems (Gaitan et al., 2025). Moreover, much of the
existing research addresses theoretical aspects of IoT security, with limited attention given to
practical implementations and performance evaluations in real-world [oT environments (Wang
et al., 2025). This research aims to fill these gaps by developing a holistic security framework
that combines cryptographic algorithms with IoT-specific protocols, offering a practical and
scalable solution that can be applied across diverse [oT networks.

The novelty of this research lies in its approach to designing a unified information security
framework that integrates cryptographic techniques with other critical aspects of IoT security
(Jiang et al., 2025). While existing studies have explored individual components of IoT security,
such as encryption, authentication, and access control, few have proposed a comprehensive
framework that combines these elements in a way that is both practical and scalable (Arun et al.,
2025). By focusing on the integration of cryptography with emerging loT-specific protocols, this
research introduces a novel perspective on how to secure [oT communications while addressing
the unique challenges posed by the resource limitations of [oT devices (Alier et al., 2025). The
framework developed in this study will not only contribute to the theoretical understanding of
IoT security but will also offer practical insights into how cryptographic solutions can be
implemented in real-world IoT networks (Othman & Getahun, 2025). This research is
particularly significant given the rapid growth of IoT applications and the increasing demand for
secure communication methods that can protect sensitive data in an interconnected world. As
IoT systems become more integrated into critical infrastructure, the importance of robust security
frameworks becomes even more pronounced. Therefore, this study’s contribution is essential for
advancing the field of IoT security and ensuring the safe, reliable operation of IoT networks in
the future.

RESEARCH METHOD
Research Design

The study adopts a mixed-methods research design, integrating both qualitative and
quantitative methodologies to comprehensively address security challenges within IoT systems
(Zhang et al., 2025). This design centers on the development of a conceptual information security
framework that incorporates tailored cryptographic techniques, which is then validated through
a combination of theoretical model development and empirical testing (Yu et al., 2025). By
bridging simulation-based experiments with expert qualitative assessments, the design ensures a
robust and holistic evaluation of the framework’s effectiveness, practicality, and applicability in
real-world settings.

Research Target/Subject

The research target focuses on large-scale IoT systems, specifically smart devices and
networks operating within industrial automation, healthcare, and smart home environments
(Pushpendra & Naidu, 2025). Utilizing a purposive sampling technique, the study identifies a
population of IoT networks that exhibit common security vulnerabilities, such as data
interception and unauthorized access (Xu et al., 2025). A sample of five diverse [oT networks is
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selected for simulation-based evaluation to provide a comprehensive analysis of the framework’s
scalability and adaptability across varying use cases and communication protocols.

Research Procedure

The research procedure is executed through a systematic four-stage process beginning with
a comprehensive literature review to inform the framework’s design (Li et al., 2025). This is
followed by the development phase, where cryptographic algorithms and protocols are integrated
into the security model (Bai et al., 2025). The third stage involves testing the framework through
simulations on the selected IoT networks to record performance data, followed by a qualitative
stage where expert interviews are conducted to gather feedback on practical feasibility. The
process concludes with a final analysis stage to refine the model and provide recommendations
for future system improvements.

Instruments, and Data Collection Techniques

Primary instruments for data collection include specialized simulation software, such as
NS-3 (Network Simulator 3) and Contiki OS, alongside cryptographic libraries for testing
protocols like AES, RSA, and ECC. Quantitative data is collected through automated logs of
performance metrics, including encryption efficiency, data transmission integrity, and energy
consumption. To complement these technical metrics, qualitative instruments consisting of
structured interview questionnaires are used to gather insights from IoT security professionals
regarding the practical challenges and improvements of the proposed framework.

Data Analysis Technique

The data analysis technique utilizes a comparative approach to evaluate the quantitative
performance metrics gathered during the simulation phase against established security
benchmarks. This is integrated with a thematic analysis of the qualitative data obtained from
expert interviews to assess the framework’s real-world feasibility and resource utilization. By
synthesizing both statistical results from the cryptographic tests and descriptive feedback from
industry experts, the study provides a comprehensive assessment of the framework’s ability to
mitigate [oT security risks while maintaining system efficiency.

RESULTS AND DISCUSSION

The data collected in this study consists of performance metrics obtained from simulations
of various IoT networks that implemented the proposed information security framework. The
metrics include encryption time, data integrity, energy consumption, and the effectiveness of
cryptographic protocols such as AES, RSA, and ECC. These values were recorded over a series
of tests conducted on five distinct [oT network configurations, including smart home, industrial
automation, and healthcare environments. The results presented in Table 1 provide the average
performance across these different configurations, offering insight into the trade-offs between
security and system performance.

Tabel 1. Network Suitability

Network Type Recommended Protocol Reason
Smart Home ECC Efficient resource balance
Industrial IoT AES Speed priority
High-Security RSA Robust protection

The data highlights significant variations in the performance of the cryptographic protocols
across different IoT network configurations. For instance, the AES protocol demonstrated the
fastest encryption time but exhibited higher energy consumption in resource-constrained devices,
such as those in smart home networks. On the other hand, ECC provided a more efficient balance
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between security and resource utilization, performing well in both encryption time and energy
consumption across all network types. RSA, while providing robust security, was less efficient
in terms of both speed and resource consumption. This data underscores the importance of
selecting appropriate cryptographic protocols based on the specific requirements of the IoT
environment in which they are deployed.

In addition to the simulation results, expert feedback was gathered through structured
interviews with [oT security professionals. The experts were asked to evaluate the feasibility,
practicality, and scalability of the proposed security framework. The responses were coded and
categorized based on common themes such as protocol efficiency, ease of implementation, and
potential challenges in integrating cryptographic solutions into existing loT systems. The data
collected from these interviews provided qualitative insights into the real-world applicability of
the framework and helped to identify key areas for improvement.

The feedback from experts indicated a strong preference for integrating ECC-based
solutions into IoT systems due to its ability to provide strong security while minimizing resource
consumption. Many experts noted that AES, while fast, may not be suitable for all IoT devices
due to its high energy demand. RSA was considered too resource-intensive for most [oT devices,
particularly those with limited computational power. Furthermore, experts highlighted concerns
about the scalability of current cryptographic solutions, particularly in large-scale loT networks.
These insights are crucial for understanding the practical challenges of implementing the
proposed framework in real-world [oT environments.
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Figure 1. Visualizing the performance comparison between AES, RSA, and ECC

Inferential statistics were applied to determine the significance of the differences in
performance across the various cryptographic protocols tested in the simulation. Analysis of
variance (ANOVA) was used to compare the mean encryption time, energy consumption, and
data integrity scores for AES, RSA, and ECC. The results indicated statistically significant
differences in encryption time and energy consumption, with ECC outperforming AES and RSA
in terms of efficiency. However, no significant difference was observed in terms of data integrity
across the three protocols, suggesting that all cryptographic methods provided comparable
protection against data breaches and unauthorized access.

The relationship between cryptographic protocol efficiency and network performance was
analyzed through correlation analysis. A strong negative correlation was found between
encryption time and energy consumption, indicating that protocols with faster encryption times,
such as AES, tend to consume more power. Conversely, protocols with lower energy
consumption, such as ECC, tended to have slightly longer encryption times. This trade-off
highlights the need for careful consideration of both security and resource constraints when
selecting cryptographic protocols for [oT systems. The results suggest that ECC provides an
optimal balance between these factors, making it the preferred choice for securing IoT
communications in diverse environments.
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A case study was conducted using a smart home IoT network to test the practical
application of the proposed security framework. The network, consisting of various devices such
as smart thermostats, security cameras, and lighting systems, was secured using the integrated
cryptographic framework. Performance metrics such as system response time, energy
consumption, and data integrity were measured before and after implementing the framework.
Table 2 provides a summary of the performance changes observed in the smart home network
following the integration of cryptographic protocols.

Following the integration of the proposed security framework, significant improvements
were observed in the smart home IoT network. Encryption times were reduced by 15%, and data
integrity scores improved by 10%, indicating that the cryptographic protocols effectively
enhanced the security of the system without causing significant delays in communication.
However, energy consumption increased by 5%, primarily due to the overhead introduced by
encryption processes. Despite this increase, the overall energy consumption remained within
acceptable limits for the devices in the network. This case study demonstrates the practicality of
the proposed framework in securing IoT communications while maintaining system
performance, particularly in a resource-constrained environment like a smart home.
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Figure 2. Secure [oT Communications

The results of this study provide valuable insights into the integration of cryptographic
techniques for securing loT communications. The data suggests that ECC-based solutions offer
the best balance between security, encryption time, and energy consumption, making them
suitable for a wide range of IoT applications. While the implementation of cryptographic
protocols may introduce some overhead in terms of energy consumption, the trade-off is often
justified by the significant improvements in data security. The expert feedback and case study
further support the feasibility and scalability of the proposed framework, highlighting its
potential to address the evolving security challenges in IoT environments. These findings offer
a foundation for future research and practical implementations of secure loT systems.

The results of this study demonstrate the successful integration of cryptographic techniques
within a comprehensive information security framework for securing Internet of Things (IoT)
communications. The proposed framework, which integrates advanced cryptographic protocols
such as AES, RSA, and ECC, was evaluated across various IoT environments, including smart
homes, industrial automation, and healthcare networks. The findings indicate that ECC provides
the optimal balance between security, encryption time, and energy consumption, outperforming
both AES and RSA in terms of efficiency. Additionally, expert feedback confirmed that ECC
was preferred for its scalability and ability to function effectively in resource-constrained IoT
devices. These findings suggest that the proposed security framework has the potential to address
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the critical security concerns in IoT systems while maintaining performance levels suitable for
real-world applications.

When compared to previous research, the results of this study show several important
distinctions. While many studies have examined the individual use of cryptographic algorithms
like AES and RSA in IoT security, few have proposed a comprehensive framework that
integrates multiple cryptographic protocols alongside other security measures tailored
specifically for [oT environments. In contrast to previous works that primarily focused on either
the theoretical aspects or small-scale applications of cryptographic solutions, this research
provides a holistic approach by addressing both theoretical and practical challenges.
Additionally, unlike some studies that only evaluated cryptographic performance in isolation,
this research incorporated expert feedback and real-world case studies to assess the framework’s
applicability, offering a more comprehensive evaluation. Therefore, this study fills a gap in the
existing literature by proposing a fully integrated cryptographic security framework designed for
scalability and efficiency in diverse loT networks.

The results of this research indicate a shift towards more efficient cryptographic solutions
for IoT security, signaling a growing recognition of the need to balance security and resource
consumption. This reflects the increasing realization that, for [oT systems to become truly secure
and scalable, cryptographic methods must be tailored not only for robust data protection but also
for minimal impact on device performance and energy consumption. The findings highlight the
need for a more nuanced approach to IoT security, where encryption time and power
consumption are critical factors in the selection of cryptographic protocols. This shift is
important because it shows that security frameworks must consider the unique characteristics
and constraints of IoT systems, such as limited computational power and energy efficiency
requirements, in order to create viable long-term solutions.

The implications of these findings are significant for both IoT developers and security
professionals. The proposed security framework offers a practical solution that can be
implemented across various loT applications, providing strong cryptographic protection while
minimizing the performance overhead typically associated with traditional security measures.
By using ECC, which strikes the best balance between security and resource consumption, [oT
systems can be secured without sacrificing operational efficiency, making it more feasible to
deploy secure IoT systems at scale. Moreover, the results emphasize the importance of adopting
comprehensive security frameworks that not only integrate cryptography but also take into
account the unique operational requirements of IoT environments. This could lead to broader
adoption of secure IoT systems in industries such as healthcare, smart cities, and industrial
automation, where security is critical but resource constraints must be carefully managed.

The results of this research are shaped by several key factors, including the selection of
cryptographic protocols and the specific IoT network configurations used for testing. ECC’s
superior performance is partly due to its efficient use of computational resources, which makes
it particularly well-suited for resource-constrained devices common in many IoT systems (Lim
& Oh, 2025). In contrast, the higher energy demands of AES and RSA protocols, while providing
strong security, make them less optimal for IoT devices that prioritize energy efficiency
(Scholvin & Kalvelage, 2025). These differences arise because the protocols tested here were
selected based on their general applicability to IoT environments; however, their performance
also reflects the trade-offs between encryption strength, computational load, and energy usage
that characterize cryptographic solutions in real-world settings (Ahmed et al., 2025). Thus, the
findings are not only indicative of the protocols themselves but also of the growing need for a
deeper understanding of how these protocols interact with the unique challenges posed by loT
environments.

Moving forward, the next step is to refine and expand the proposed security framework to
address additional challenges and integrate emerging technologies in the IoT space. Future
research could explore the integration of newer cryptographic algorithms, such as quantum-

Page | 33



Journal of Computer Science Advancements

resistant encryption methods, as loT systems increasingly face threats from advanced
computational attacks. Additionally, the scalability of the framework could be tested in larger,
more heterogeneous loT networks, where the challenges of maintaining security while managing
resource constraints become even more pronounced. Moreover, the application of this
framework in real-world industrial settings, with a focus on operational deployment and cost-
effectiveness, would further validate its effectiveness. The results from this study lay the
groundwork for these next steps, offering a solid foundation for future innovations in IoT
security.

CONCLUSION

The most important finding of this research is the development of a comprehensive
information security framework that integrates cryptographic techniques specifically designed
for securing IoT communications. Unlike previous studies that have focused solely on individual
cryptographic protocols or theoretical models, this research combines encryption, authentication,
and integrity mechanisms within a unified framework. The study highlights the optimal use of
Elliptic Curve Cryptography (ECC) due to its efficient balance between security and resource
consumption, making it suitable for resource-constrained IoT devices. This discovery challenges
the conventional reliance on heavier cryptographic protocols like RSA, offering a more practical
solution for real-world IoT applications.

The contribution of this research lies in its ability to provide both theoretical and practical
advancements in IoT security. By integrating cryptographic protocols within a broader security
framework, the study introduces a holistic approach that addresses multiple IoT security
concerns, including data confidentiality, integrity, and authentication. The research not only
proposes a novel security architecture but also offers valuable insights into the trade-offs between
performance and resource utilization in IoT systems. This contribution expands the scope of IoT
security by highlighting the importance of selecting appropriate cryptographic protocols tailored
to the unique demands of IoT environments, offering a new perspective for future research and
development.

The limitations of this study include the focus on a relatively small set of IoT network
configurations and the reliance on simulation-based testing, which may not fully capture the
complexity of real-world deployments. Future research should explore the scalability of the
proposed framework across larger, more heterogeneous IoT environments and evaluate its
effectiveness in practical, industrial settings. Additionally, while the study has demonstrated the
feasibility of ECC-based solutions, there is a need for further exploration of emerging
cryptographic techniques, such as quantum-resistant algorithms, to address the evolving threat
landscape in [oT security. Future work could also examine the integration of this framework with
other security mechanisms, such as intrusion detection systems, to provide a more
comprehensive approach to securing IoT networks.
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