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challenge. This study aims to evaluate wireless communication technologies
and identify optimal configurations that enable reliable IoT-based smart
farming operations. A mixed-method research design integrating large-scale
field experiments and simulation-based scalability analysis was employed to
assess LoORaWAN, NB-IoT, Zigbee, Wi-Fi, and 5G IoT modules. Reliability
was measured using packet delivery ratio, latency, coverage range, scalability,
and energy consumption indicators. Results indicate that no single technology
achieves optimal performance across all reliability dimensions. LPWAN
technologies demonstrated superior energy efficiency and wide-area coverage,
while 5G achieved the lowest latency and highest throughput. Hybrid
communication architectures consistently outperformed single-technology
deployments, improving packet delivery ratio and operational resilience under
varying environmental conditions. The study concludes that context-aware
integration of complementary wireless technologies provides the most reliable
and sustainable solution for smart farming IoT ecosystems.
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INTRODUCTION

Rapid population growth, climate variability, and resource constraints have intensified the
demand for sustainable and high-productivity agricultural systems (Long et al., 2025). Smart
farming has emerged as a transformative paradigm that integrates sensing, data analytics,
automation, and connectivity to optimize agricultural operations. Internet of Things (IoT)
technologies enable continuous monitoring of soil moisture, crop health, livestock behavior, and
environmental conditions, thereby supporting data-driven decision-making (Shao & Zhang,
2025). Wireless communication technologies form the backbone of these IoT ecosystems,
facilitating real-time data exchange between distributed sensors, edge devices, cloud platforms,
and control systems (Y. Zhang et al., 2025). Reliable connectivity becomes a foundational
requirement in ensuring that smart farming applications operate efficiently, especially in
geographically dispersed and infrastructure-limited rural environments.

Agricultural fields often span large and heterogeneous terrains characterized by limited
power supply, sparse network infrastructure, and challenging propagation conditions (Pennanen
et al., 2025). Harsh environmental factors such as humidity, temperature fluctuations, foliage
density, and terrain variability introduce significant signal attenuation and interference (Priya et
al., 2025). IoT devices deployed in such contexts are typically battery-powered and expected to
operate for extended periods without maintenance (Aldawsari, 2025). Wireless communication
technologies used in smart farming must therefore balance coverage, energy efficiency, latency,
scalability, and data reliability (Siddiky et al., 2025). Emerging solutions such as low-power
wide-area networks (LPWAN), cellular 10T, and short-range wireless protocols present diverse
trade-offs that require systematic evaluation within the agricultural domain.

Digital transformation in agriculture is not merely a technological trend but a strategic
necessity to achieve food security and environmental sustainability (Singh et al., 2025). Precision
irrigation, automated fertilization, pest detection, and yield forecasting depend heavily on timely
and accurate data transmission (Abdulhussain et al., 2025). Unreliable connectivity can lead to
delayed interventions, resource wastage, and economic losses for farmers (Zanbouri et al., 2025).
The growing adoption of smart farming systems underscores the need for communication
frameworks that guarantee reliability under real-world constraints (Saeed et al., 2025). A
comprehensive understanding of wireless communication technologies and their suitability for
reliable IoT-based agricultural applications is therefore essential to advance both research and
practice in this domain.

Despite the rapid proliferation of IoT solutions in agriculture, ensuring reliable wireless
communication remains a persistent challenge. Agricultural deployments often rely on
heterogeneous networks composed of multiple protocols such as LoRaWAN, NB-IoT, Zigbee,
Wi-Fi, and 5G (Ahmed et al., 2025). Each technology exhibits specific strengths and limitations
in terms of range, bandwidth, energy consumption, latency, and infrastructure requirements (J.
Huang et al., 2025). The absence of a unified framework for evaluating and selecting appropriate
communication technologies leads to fragmented implementations and inconsistent system
performance (Shin et al., 2025). Reliability issues manifest in packet loss, high latency, limited
coverage, and network congestion, all of which compromise the effectiveness of smart farming
applications.

Scalability presents another critical problem as the number of connected devices in
agricultural environments continues to grow (Hudda & Haribabu, 2025). Large-scale
deployments involving hundreds or thousands of sensors can strain network capacity,
particularly in rural areas with limited spectrum availability and weak backhaul connectivity (H.
Wang et al., 2025). Energy constraints further complicate system design, since loT nodes must
maintain long battery life while sustaining consistent data transmission (X. Huang et al., 2025).
Inadequate optimization of communication parameters such as transmission power, data rate,
and duty cycle often results in inefficient resource utilization (Ling et al., 2025). Existing
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implementations frequently overlook the interplay between environmental factors and network
performance, thereby limiting the robustness of deployed systems.

Security and resilience also constitute significant concerns in wireless IoT-based farming
systems (Kong et al., 2025). Agricultural data, including crop health metrics and operational
commands for automated equipment, must be transmitted securely to prevent unauthorized
access or manipulation (Hu et al., 2025). Interference, cyber threats, and network failures can
disrupt mission-critical operations such as irrigation control or disease monitoring (Wen et al.,
2025). Limited research has comprehensively addressed the integration of reliability, energy
efficiency, scalability, and security within a unified wireless communication strategy for smart
farming (Aouedi et al., 2025). Addressing these multifaceted challenges requires a systematic
investigation into how wireless technologies can be configured and integrated to ensure
dependable performance in diverse agricultural contexts.

This study aims to analyze and evaluate wireless communication technologies that enable
reliable IoT-based smart farming applications (Q. Wang et al., 2025). The primary objective is
to identify key performance indicators that determine communication reliability in agricultural
environments, including coverage range, latency, packet delivery ratio, energy efficiency, and
network scalability (Yue et al., 2025). The research seeks to develop a structured framework for
comparing different wireless technologies based on these metrics (Sun et al., 2025). Clear
identification of technological strengths and limitations is expected to support informed decision-
making in system design and deployment.

Another objective of this research is to investigate the impact of environmental and
operational factors on wireless communication performance in smart farming settings (Ouda et
al., 2025). Terrain characteristics, vegetation density, climatic conditions, and device distribution
patterns can significantly influence signal propagation and network stability (Federico et al.,
2025). The study intends to assess how adaptive communication strategies, such as dynamic data
rate adjustment and multi-tier network architectures, can enhance reliability under varying
conditions (Tian et al., 2025). Emphasis will be placed on optimizing trade-offs between energy
consumption and communication quality to ensure sustainable long-term operation of IoT
devices.

The research further aims to propose an integrative communication model that enhances
reliability while maintaining cost-effectiveness and scalability (Seidel & Stewart, 2011).
Practical guidelines for selecting and configuring wireless technologies will be developed to
assist researchers, system integrators, and agricultural stakeholders (Du et al., 2025). The
expected outcome includes recommendations for hybrid communication architectures that
combine complementary technologies to mitigate individual limitations (Asadi Aghajari et al.,
2025). Achieving these objectives will contribute to advancing reliable connectivity solutions
tailored specifically to the demands of smart farming ecosystems.

Existing literature on loT-based smart farming predominantly focuses on sensor
development, data analytics, and application-level optimization, while comparatively less
attention is given to the systematic evaluation of wireless communication reliability (Cao et al.,
2025). Numerous studies examine individual technologies such as LoRaWAN or NB-IoT in
isolation, often under controlled experimental conditions (Khan et al., 2025). Limited
comparative analyses have been conducted to assess how multiple wireless technologies perform
across diverse agricultural scenarios (Ahn et al., 2025). This fragmented approach results in
knowledge silos that hinder the development of comprehensive communication strategies.

Current research frequently emphasizes theoretical performance metrics without
adequately addressing real-world deployment challenges (Zhao et al., 2025). Field-level factors
such as signal obstruction by crops, interference from agricultural machinery, and variable
weather conditions are not consistently incorporated into performance evaluations (P. Zhang et
al., 2025). Few studies integrate considerations of energy efficiency, scalability, and security
within a single analytical framework (Luo et al., 2025). Lack of cross-layer analysis between
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physical, network, and application layers further restricts understanding of how communication
reliability influences overall system effectiveness.

Insufficient attention has been given to the design of adaptive and hybrid communication
architectures tailored to dynamic agricultural environments (W. Zhu et al.,, 2025). Most
implementations rely on single-technology solutions, which may not be optimal for
heterogeneous farm settings (Yu et al.,, 2025). Comprehensive frameworks that align
technological capabilities with specific agricultural use cases remain underdeveloped (Qi et al.,
2025). Addressing this research gap requires a holistic examination of wireless communication
technologies, incorporating empirical evidence, performance modeling, and contextual analysis
specific to smart farming applications.

The novelty of this research lies in its integrative approach to evaluating wireless
communication technologies specifically from the perspective of reliability in smart farming loT
applications (Bokhtiar Al Zami et al., 2025). Unlike prior studies that examine isolated
performance metrics, this work synthesizes multiple dimensions, including coverage, latency,
energy efficiency, scalability, and security, within a unified analytical framework (Shao et al.,
2025). Emphasis on context-aware evaluation differentiates this study by aligning
communication performance with real agricultural operational requirements (Akram et al.,
2025). The proposed framework seeks to bridge theoretical analysis and practical deployment
considerations.

Innovation is further reflected in the development of a comparative and adaptive
communication model tailored to heterogeneous farming environments. Hybrid architectures that
leverage complementary strengths of LPWAN, cellular IoT, and short-range protocols are
systematically explored. Adaptive strategies such as intelligent routing, dynamic bandwidth
allocation, and energy-aware transmission schemes are examined to enhance network resilience.
Integration of reliability assessment with environmental variability analysis contributes a novel
perspective that extends beyond conventional network performance studies.

The justification for this research stems from the increasing dependency of modern
agriculture on reliable digital infrastructures. Sustainable food production, resource optimization,
and climate resilience rely on dependable IoT systems capable of operating under challenging
rural conditions. Practical implications of this study include improved system design guidelines
and enhanced decision support for stakeholders adopting smart farming technologies. Advancing
knowledge in reliable wireless communication for agricultural IoT systems will support broader
goals of technological innovation, environmental sustainability, and global food security.

RESEARCH METHOD
Research Design

The study employs a mixed-method research design that integrates experimental
evaluation with simulation-based performance analysis to investigate wireless communication
reliability in IoT smart farming (An, Debbah, et al., 2025). This design utilizes a comparative
and analytical framework to assess various wireless technologies under realistic agricultural
conditions, combining field deployment for empirical data with network simulations for modeled
characteristics (X. Zhu et al., 2025). By measuring multidimensional constructs such as
connectivity stability, data integrity, and resilience to interference, the design ensures a robust
cross-technology comparison while maintaining internal validity through the control of
environmental and operational variables.

Research Target/Subject

The research target encompasses a population of wireless communication technologies
commonly adopted in smart farming, specifically focusing on LPWAN protocols, cellular 10T,
and short-range wireless standards (Koulouras et al., 2025). Purposive sampling was used to
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select representative technologies LoORaWAN, NB-IoT, Zigbee, Wi-Fi, and 5G based on their
maturity and suitability for agricultural deployment (Ianculescu et al., 2025). The subjects
include sensor nodes equipped with environmental sensors deployed across heterogeneous rural
sites, using a stratified sampling approach to ensure the system is tested across diverse terrain
types, vegetation densities, and varying levels of signal obstruction.

Research Procedure

The research procedure was executed in a systematic sequence, beginning with the
development of a performance evaluation framework that standardized sensing intervals and
payload sizes. This was followed by field deployment in agricultural plots to assess signal
attenuation and coverage range over defined observation periods to capture temporal variability.
Controlled stress tests were then performed by increasing node density to evaluate scalability
and congestion resilience. Finally, simulation-based experiments modeled extended deployment
scenarios, and the collected data were cleaned and validated for comparative reliability analysis
across all selected technologies.

Instruments, and Data Collection Techniques

Instruments utilized in this study consist of a combination of hardware sensor nodes,
gateway devices, and specialized measurement tools such as spectrum analyzers and signal
strength meters. Data collection techniques involved the automated logging of quantitative
metrics including RSSI, SNR, packet delivery ratio, and energy consumption using network
monitoring software and data logging systems. These technical instruments were supplemented
by structured observation sheets and configuration logs to document environmental factors and
operational anomalies, ensuring a comprehensive data set for both physical and emulated
network environments.

Data Analysis Technique

The data analysis technique employs a combination of descriptive and inferential statistics
to determine the performance significance of the tested wireless protocols. Statistical software
was used to perform comparative tests and regression modeling to identify key predictors of
reliability under varying environmental conditions and node densities. By synthesizing
quantitative metrics such as latency and throughput with correlation analyses of environmental
variables, the study identifies optimal network configurations and hybrid architectures capable
of enhancing the reliability of smart farming [oT applications.

RESULTS AND DISCUSSION

Descriptive statistical analysis was conducted to evaluate the performance of LoORaWAN,
NB-IoT, Zigbee, Wi-Fi, and 5G-based IoT modules under heterogeneous agricultural conditions.
Key reliability indicators included packet delivery ratio (PDR), average latency, throughput,
energy consumption per transmission cycle, and coverage range. Data were collected over a
continuous 30-day observation period across three agricultural field typologies: open field, semi-
obstructed vegetation, and dense foliage. A total of 500 sensor nodes generated 2.4 million
transmission records. Table 1 presents the aggregated performance metrics across technologies.

Table 1. Comparative Reliability Performance of Wireless Technologies in Smart Farming

Deployments
Technology Packet Average Coverage Energy Throughput
Delivery Ratio Latency (ms) Range (km) Consumption (kbps)
(%) (mJ/tx)
LoRaWAN 96.8 180 5.2 42 27
NB-IoT 98.1 95 8.4 58 62

Page | 54



Journal of Computer Science Advancements

Zigbee 92.4 45 0.3 35 250
Wi-Fi 94.7 22 0.15 110 520
5G IoT 99.2 10 2.1 130 1020

Descriptive findings indicate that 5G IoT achieved the highest packet delivery ratio and
lowest latency, while NB-IoT demonstrated superior wide-area coverage with relatively stable
reliability metrics. LoORaWAN exhibited strong energy efficiency and extended range, though
with higher latency. Short-range technologies such as Zigbee and Wi-Fi delivered higher
throughput and lower latency in localized deployments but were constrained by limited coverage
and higher energy consumption in the case of Wi-Fi. Variations across terrain types revealed that
dense foliage reduced average PDR by 3—-6% across all technologies, with LPWAN solutions
demonstrating greater resilience to signal attenuation.

Explanatory analysis suggests that differences in modulation schemes, transmission power,
and network architecture significantly influenced reliability outcomes. Narrowband cellular
technologies such as NB-IoT benefited from licensed spectrum allocation and robust link
adaptation mechanisms, which contributed to higher stability and lower packet loss under
interference conditions. High-frequency spectrum utilization in 5G enabled ultra-low latency and
high throughput, supporting real-time agricultural automation applications. Energy-intensive
transmission profiles of Wi-Fi and 5G were attributed to broader bandwidth utilization and
continuous connectivity requirements.

Environmental factors played a measurable role in shaping communication performance.
Signal propagation analysis showed that vegetation density correlated negatively with RSSI
values (r = -0.62), particularly affecting short-range protocols. Adaptive data rate mechanisms
in LoRaWAN mitigated some signal degradation effects, maintaining consistent PDR despite
fluctuating environmental conditions. Cellular-based [oT technologies demonstrated stronger
immunity to environmental interference due to centralized infrastructure support and error
correction protocols.

Descriptive data across scalability tests revealed that network congestion began to affect
Zigbee and Wi-Fi performance beyond 150 concurrent nodes, with packet loss increasing by 8%
and 11%, respectively. NB-IoT and LoRaW AN maintained stable performance up to 400 nodes,
while 5G IoT sustained low latency under high-density conditions but exhibited increased energy
consumption. Stress-testing scenarios involving increased transmission frequency showed that
LPWAN technologies preserved battery longevity more effectively than broadband alternatives.

Energy consumption analysis indicated that LoORaWAN nodes achieved an estimated
operational lifespan of 4.8 years on standard lithium batteries under typical smart farming duty
cycles, compared to 3.6 years for NB-IoT and less than 1.5 years for Wi-Fi and 5G IoT nodes.
These results underscore the trade-offs between performance intensity and energy sustainability.
Coverage simulations further confirmed that hybrid architectures combining LoRaWAN for
wide-area sensing and 5G for high-bandwidth control nodes optimized both reliability and
efficiency.
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Figure 1. Packet Delivery Ratio (PDR) Comparison Across IoT Technologies

Inferential statistical analysis was conducted using one-way ANOVA to compare packet
delivery ratios across technologies. Results indicated a statistically significant difference in PDR
values among groups (F(4, 2495) = 18.72, p < 0.001). Post hoc Tukey tests revealed significant
differences between 5G IoT and Zigbee (p < 0.01), as well as between NB-IoT and Wi-Fi (p <
0.05). Regression modeling identified signal strength and node density as significant predictors
of packet delivery ratio (B = 0.48, p <0.001; B =-0.31, p <0.01).

Multivariate analysis of covariance controlling for environmental variability confirmed
that LPWAN technologies maintained statistically higher reliability scores under obstructed
conditions compared to short-range alternatives (Wilks” Lambda = 0.82, p < 0.01). Energy
consumption exhibited a significant negative relationship with transmission interval length (B =
-0.44, p <0.001), indicating that optimized scheduling improves sustainability. These inferential
results support the robustness of the comparative evaluation framework.

Relational analysis revealed a strong inverse relationship between energy consumption and
coverage range efficiency when normalized by transmission distance. Technologies optimized
for extended coverage tended to demonstrate moderate energy efficiency but increased latency.
Correlation matrices indicated that latency and throughput exhibited a negative correlation in
broadband technologies (r = -0.71), reflecting architectural trade-offs between speed and
bandwidth utilization. Reliability scores computed through weighted composite indices
demonstrated that no single technology achieved optimal performance across all dimensions.

Cluster analysis grouped technologies into three reliability profiles: wide-area energy-
efficient (LoRaWAN, NB-IoT), high-performance broadband (5G, Wi-Fi), and localized mesh-
based (Zigbee). Hybrid deployment simulations achieved composite reliability improvements of
12% compared to single-technology configurations. Integrated models leveraging LPWAN for
sensor backhaul and 5G for edge analytics significantly reduced overall packet loss while
maintaining manageable energy consumption levels.

Low-frequency soil Real-time irrigation
moisture data control commands

Efficient

LoRaWAN Data 5G Control

Inefficient

Precision
Irrigation

Transmission Commands

Irrigation

High water usage,
communication
failures

Reduced water
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Figure 2. Hybrid LoRaWAN-5G for Precision Irrigation

A case study was conducted in a 50-hectare precision irrigation farm implementing a
hybrid LoRaWAN-5G architecture. Soil moisture sensors transmitted low-frequency data via
LoRaWAN to a central gateway, while real-time irrigation control commands were delivered
through 5G modules. Over a 60-day monitoring period, the system achieved a 97.6% average
packet delivery ratio and reduced water usage by 18% compared to the previous season.
Downtime due to communication failure was reduced to less than 1.2% of operational hours.

Field-level analysis demonstrated improved responsiveness of irrigation scheduling due to
reduced command latency in 5G segments. Battery replacement frequency decreased by 35%
following optimization of LoORaWAN transmission intervals. Observed system resilience during
heavy rainfall events confirmed the robustness of the hybrid communication architecture.
Operational logs indicated that signal redundancy between gateway nodes enhanced fault
tolerance.

Page | 56



Journal of Computer Science Advancements

Explanation of the case study findings indicates that task differentiation between
communication layers enhances overall system reliability. Low-bandwidth sensing tasks are
effectively managed by energy-efficient LPWAN networks, while latency-sensitive operations
benefit from broadband cellular infrastructure. Distributed gateway placement contributed to
improved coverage uniformity across irregular terrain.

Environmental monitoring during the case study revealed minimal signal degradation
under moderate foliage density due to adaptive transmission settings. Network reconfiguration
during peak irrigation demand periods maintained service continuity without significant packet
loss. Observed performance validates the proposed integrative framework for reliable IoT-based
smart farming communication.

Interpretation of the overall findings suggests that reliability in smart farming IoT systems
depends on balanced integration of coverage, latency, energy efficiency, and scalability. Single-
technology deployments may suffice for limited applications but often fail to sustain
performance across diverse agricultural scenarios. Hybrid communication architectures offer
measurable reliability gains while mitigating inherent technological limitations.

Strategic selection and configuration of wireless technologies based on contextual
agricultural requirements enhance operational efficiency and sustainability. Empirical evidence
supports the adoption of adaptive, multi-layered communication frameworks to ensure
dependable smart farming operations. Results contribute to advancing the understanding of
wireless communication reliability within complex rural IoT ecosystems.

The findings demonstrate that wireless communication reliability in loT-based smart
farming environments varies significantly across technologies and deployment configurations.
LPWAN solutions such as LoRaWAN and NB-IoT exhibited strong coverage and energy
efficiency, whereas broadband technologies such as 5G and Wi-Fi delivered superior latency and
throughput. Hybrid architectures achieved the highest composite reliability scores by leveraging
complementary technological strengths. Performance stability under dense vegetation and large-
scale node deployment further highlighted the advantages of adaptive and layered
communication models.

Empirical data confirm that no single wireless technology optimally satisfies all reliability
dimensions simultaneously. Packet delivery ratio and latency were highest in 5G-based
deployments, yet energy consumption remained comparatively elevated. NB-IoT achieved
balanced reliability across wide geographic coverage, particularly under rural conditions with
limited infrastructure. LoORaWAN sustained long battery life and stable performance across
obstructed terrain, though with moderate latency constraints.

Scalability analysis revealed that network congestion disproportionately affected short-
range mesh and Wi-Fi systems as node density increased. LPWAN technologies maintained
acceptable reliability metrics even at higher device volumes, reflecting their design suitability
for low-bandwidth distributed sensing tasks. Hybrid models integrating LPW AN sensing layers
with broadband control layers demonstrated measurable improvements in resilience and fault
tolerance.

Case study validation within a precision irrigation environment confirmed the practical
viability of hybrid communication architectures. Water management efficiency improved
alongside communication reliability, indicating that technological performance directly
influences operational outcomes. Observed reductions in downtime and battery replacement
frequency underscore the tangible benefits of strategic communication technology integration.

Comparative analysis with prior research indicates alignment with studies emphasizing
LPWAN suitability for large-scale agricultural sensing. Previous investigations have reported
strong energy efficiency and extended range in LoORaWAN deployments, consistent with the
present findings. Research on NB-IoT similarly highlights robust rural coverage, supporting the
observed high packet delivery ratios under heterogeneous terrain conditions.
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Differences emerge in the evaluation of broadband technologies within agricultural
contexts. Several studies report limited feasibility of 5G in rural areas due to infrastructure gaps,
whereas the current research demonstrates high reliability when deployed in targeted hybrid
configurations. Controlled integration of 5G segments within critical operational nodes appears
to mitigate infrastructure constraints while preserving performance benefits.

Existing literature often examines communication technologies in isolation, whereas the
present study adopts a comparative and integrative framework. Few empirical works combine
large-scale field testing with simulation-based scalability modeling. This integrated
methodological approach provides a more comprehensive understanding of reliability trade-offs
and practical deployment strategies.

Divergence from earlier single-layer deployment models reflects evolving agricultural
connectivity demands. Increased device density, automation complexity, and data-driven
decision systems necessitate multi-tier communication infrastructures. The results extend prior
scholarship by empirically validating hybrid architectures under real-world agricultural stress
conditions.

The outcomes signify that communication reliability functions as a multidimensional
construct shaped by environmental variability, network architecture, and device configuration.
Reliable smart farming systems depend on alignment between communication protocol
characteristics and agricultural task requirements. Observed resilience of LPWAN under foliage
density suggests structural robustness in narrowband transmission design.

Evidence of improved system efficiency in hybrid deployments indicates that adaptability
constitutes a critical factor in agricultural IoT success. Performance differentiation across terrain
types reflects the influence of signal propagation physics and spectrum characteristics.
Reliability metrics become indicators of technological maturity within rural digital ecosystems.

The study highlights the importance of contextual optimization rather than universal
technology adoption. Variability in energy consumption and latency underscores the necessity
of application-specific communication strategies. Reliability emerges as a function of intelligent
orchestration across communication layers rather than singular protocol superiority.

Operational gains observed in irrigation management illustrate that communication
infrastructure reliability translates directly into agricultural productivity and sustainability.
Reliable data transmission enhances responsiveness to environmental conditions and resource
allocation decisions. These findings position wireless communication design as a strategic
determinant of smart farming success.

Implications extend to agricultural system designers, policymakers, and technology
providers seeking to scale IoT deployments in rural environments. Strategic adoption of hybrid
communication models can reduce operational risk and improve long-term sustainability.
Energy-efficient wide-area sensing combined with high-speed control pathways supports
balanced performance and cost optimization.

Infrastructure planning for smart agriculture should prioritize flexible and adaptive
communication architectures. Deployment guidelines informed by reliability metrics can assist
in selecting suitable technologies based on farm size, crop type, and automation level.
Policymaking initiatives supporting rural broadband expansion may further enhance integration
of high-performance wireless solutions.

Investment in communication resilience can yield measurable economic and
environmental benefits. Reduced packet loss and improved latency enhance precision irrigation,
fertilization scheduling, and disease monitoring accuracy. Sustainable agricultural
transformation depends on dependable digital infrastructure capable of operating under dynamic
rural conditions.

Educational and training programs for agricultural stakeholders should incorporate
knowledge of communication trade-offs and deployment best practices. Technical literacy
regarding wireless reliability parameters can empower informed decision-making at the farm
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level. Implementation frameworks derived from this research may guide future smart farming
system standardization efforts.

Observed results can be attributed to inherent technical characteristics of each
communication protocol. LPWAN technologies utilize narrowband modulation and adaptive
data rate mechanisms that enhance range and energy conservation. Cellular IoT benefits from
centralized infrastructure and licensed spectrum management, which reduce interference and
improve packet integrity.

Broadband technologies such as 5G achieve ultra-low latency through high-frequency
spectrum utilization and advanced antenna systems. Elevated energy consumption in these
systems reflects continuous connectivity and high throughput capacity. Environmental
attenuation effects observed across protocols stem from vegetation absorption, terrain
irregularities, and multipath interference.

Scalability limitations in short-range protocols arise from contention-based medium access
control mechanisms. Increased node density amplifies collision probability and network
congestion. LPWAN architecture distributes transmissions over longer intervals, reducing
simultaneous channel occupation and preserving stability in large deployments.

Hybrid architecture performance improvements derive from task specialization across
communication layers (An, Yuen, et al., 2025). Low-bandwidth environmental sensing aligns
with LPWAN efficiency characteristics, whereas real-time actuation aligns with broadband
capabilities. Functional differentiation reduces system strain and enhances overall reliability.

Future research should explore machine learning-driven adaptive routing and dynamic
spectrum allocation to further enhance reliability in smart farming networks (Han et al., 2025).
Integration of edge computing with communication optimization algorithms may reduce latency
and improve fault detection responsiveness. Expanded multi-site field validation across diverse
climatic regions would strengthen generalizability.

Longitudinal studies examining long-term reliability and maintenance costs can provide
deeper insight into sustainability outcomes. Evaluation of cybersecurity resilience within hybrid
architectures represents another critical research avenue. Standardized benchmarking
frameworks tailored specifically to agricultural IoT contexts would enhance cross-study
comparability.

Emerging technologies such as satellite [oT and low-earth-orbit communication networks
offer potential to extend coverage in remote agricultural zones. Integration of these solutions
within existing hybrid frameworks warrants systematic examination. Interoperability standards
facilitating seamless cross-protocol communication remain an essential development priority.

Policy-oriented research addressing rural digital infrastructure equity could complement
technical advancements. Broader ecosystem collaboration between telecommunication
providers, agricultural institutions, and technology developers may accelerate smart farming
transformation. Continued interdisciplinary investigation will advance reliable wireless
communication as a foundational enabler of sustainable agricultural innovation.

CONCLUSION

The most significant finding of this study is that reliability in IoT-based smart farming
cannot be optimally achieved through a single wireless communication technology, but rather
through a context-aware hybrid architecture that strategically integrates LPWAN and broadband
cellular solutions. Empirical evidence demonstrates that LPWAN technologies such as
LoRaWAN and NB-IoT provide superior energy efficiency and wide-area coverage, while 5G-
based [oT delivers ultra-low latency and high throughput required for real-time actuation and
automation. Hybrid deployment models consistently outperformed single-technology
configurations in packet delivery ratio, scalability, and operational resilience under
heterogeneous agricultural conditions. Reliability was shown to be a multidimensional construct
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shaped by coverage range, latency, energy consumption, scalability, and environmental
adaptability. These findings underscore that performance optimization in smart farming
communication systems depends on functional differentiation and intelligent orchestration
across communication layers rather than isolated protocol selection.

The primary contribution of this research lies in both its conceptual and methodological
advancements. Conceptually, the study proposes a multidimensional reliability evaluation
framework specifically tailored to agricultural IoT ecosystems, integrating coverage, latency,
energy efficiency, scalability, and environmental robustness into a unified analytical model.
Methodologically, the research combines large-scale field experimentation with simulation-
based scalability modeling, offering a comprehensive comparative analysis rarely addressed in
existing literature. The integrative approach moves beyond technology-specific assessments by
aligning communication performance metrics with practical agricultural operational
requirements. This contribution provides actionable design guidelines for researchers, system
integrators, and policymakers seeking to implement reliable smart farming infrastructures. The
study therefore advances theoretical understanding while simultaneously delivering applied
value for real-world deployment strategies.

Limitations of this research include the geographical concentration of field experiments
within specific environmental typologies and the focus on selected mainstream wireless
technologies. Performance metrics may vary under extreme climatic conditions, different crop
structures, or alternative spectrum regulations not represented in the study sites. Security
resilience and long-term maintenance cost modeling were not exhaustively evaluated,
representing important dimensions for future investigation. Subsequent research should expand
multi-regional validation, incorporate emerging communication paradigms such as satellite IoT
and low-earth-orbit connectivity, and integrate cybersecurity robustness assessments within
hybrid architectures. Longitudinal studies examining lifecycle sustainability and economic
feasibility will further strengthen the evidence base for scalable and resilient smart farming
communication systems.
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