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ABSTRACT

Background. The widespread adoption of educational technology has
transformed teaching and learning, yet it has simultaneously exposed
students to heightened cybersecurity risks due to increased data
collection, online interactions, and dependence on digital learning
platforms. Growing concerns regarding data breaches, unauthorized
access, and weak institutional security frameworks highlight the need
for systematic investigations into how student information is protected
in virtual learning environments.

Purpose. This study aims to analyze the key cybersecurity challenges
faced by educational institutions and to evaluate the effectiveness of
current protection mechanisms in safeguarding student data.

Method. A mixed-method approach was employed, combining a
quantitative assessment of security vulnerabilities across 15 widely
used learning platforms with qualitative interviews involving IT
administrators, teachers, and cybersecurity specialists.

Results. The results reveal significant inconsistencies in data
encryption standards, inadequate authentication protocols, and limited
cybersecurity awareness among platform users. Findings further
indicate that institutional policies often lag behind technological
advancements, creating systemic exposure to privacy threats.

Conclusion. The study concludes that strengthening student data
protection requires an integrated framework that combines
technological safeguards, user training, and continuous policy updates.
These insights underscore the urgency for educational institutions to
adopt proactive cybersecurity governance aligned with emerging
digital learning demands..
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INTRODUCTION
The rapid integration of digital technologies into

education has reshaped how learning 1is delivered,
accessed, and managed across the globe. Educational
institutions increasingly rely on digital learning platforms
to support remote instruction, student assessment, and
administrative tasks, resulting in the large-scale collection
and storage of student data (Drevin, 2023; Mazhar et al.,
2023). The growing dependence on such platforms
highlights the transformative potential of educational

Rafiullah Amin, Jamil Khan, Shazia Akhtar, Rustiyana


https://doi.org/10.70177/jete.v1i3.12663
mailto:rafiullajhamin@gmail.com
http://creativecommons.org/licenses/by-sa/4.0/
https://orcid.org/0000-0003-4613-5616
https://orcid.org/0000-0003-4613-5616
https://orcid.org/0000-0003-4613-5616
https://orcid.org/0000-0003-4613-5616

Cybersecurity Challenges in Educational Technology: Protecting Student Data in... Research Papers

technology, yet it also exposes students to heightened cybersecurity vulnerabilities that were
previously uncommon in traditional schooling environments. Understanding this dual impact has
become essential as digital learning ecosystems continue to expand.

Digital learning platforms routinely gather sensitive information, including personal
identifiers, academic records, behavioral analytics, and in some cases biometric data. The
accumulation and transmission of these data points across networked systems create opportunities
for unauthorized access, data breaches, and other forms of cyber exploitation. Educational
institutions often lack the cybersecurity maturity found in corporate sectors, making them attractive
targets for cybercriminals. The acceleration of online learning during global disruptions, including
pandemics, amplified these vulnerabilities due to rushed implementation and inadequate
institutional preparedness (Hossain Faruk et al., 2023; Hotchkiss et al., 2023).

Growing public awareness of privacy risks in educational technology underscores the
urgency of reassessing how student information is protected. Concerns extend beyond isolated
security incidents; they reflect structural weaknesses in how educational systems adopt, regulate,
and monitor digital learning tools. The combination of rapid technological adoption, insufficient
digital literacy, and minimal security regulation has produced a complex landscape where student
data is increasingly exposed. These developments frame the need for rigorous academic inquiry into
cybersecurity within educational technology (Hatcher et al., 2023; Sarowa et al., 2023).

The central problem addressed in this study relates to the increasing cybersecurity risks that
accompany the widespread use of digital learning platforms in educational institutions. Student data
protection has emerged as a major challenge, as existing practices often fail to keep pace with
technological advancements. Persistent vulnerabilities in data storage, authentication systems, and
system monitoring enable cyber threats to infiltrate learning environments. The inadequacy of
security frameworks jeopardizes not only data privacy but also trust in educational technology
(Hatcher et al., 2023; Sikos & Haskell-Dowland, 2023).

The problem is further compounded by inconsistencies among educational institutions in
implementing cybersecurity measures. Many platforms operate without standardized protocols for
encryption, authentication, or access management, resulting in fragmented and insufficient security
practices. Institutional stakeholders, including teachers and administrators, often lack awareness of
cybersecurity risks, and this absence of digital security culture intensifies exposure to data breaches.
The gap between technological complexity and user capability contributes to inadvertent security
lapses that place student information at risk.

A critical aspect of the problem involves the misalignment between institutional policies and
platform functionalities. Educational institutions frequently adopt learning technologies without
fully evaluating their security architecture or compliance with privacy regulations. Vendors may
prioritize usability or innovation over stringent security requirements, while institutions may lack
the expertise needed to assess technological risks. This misalignment results in systemic
vulnerabilities that persist throughout the lifecycle of platform use. Addressing this multi-layered
problem requires a comprehensive understanding of both technological and human factors (Sikos &
Haskell-Dowland, 2023; Tazi et al., 2023).

This study aims to examine the cybersecurity challenges inherent in the use of digital
learning platforms and to identify weaknesses in current practices for protecting student data. The
research seeks to map the most critical areas of vulnerability and analyze how these vulnerabilities
arise from technological, institutional, and behavioral factors. The objective is to contribute
systematic insight into the cybersecurity landscape of educational technology (Olifirov et al., 2023;
Rahouti et al., 2023).

201 JETE | Vol. 3| No. 42025




Cybersecurity Challenges in Educational Technology: Protecting Student Data in... Research Papers

The study further aims to evaluate the effectiveness of existing cybersecurity mechanisms
deployed by educational institutions. By assessing encryption practices, authentication methods,
access control procedures, and platform monitoring systems, the research provides an evidence-
based evaluation of institutional readiness. The goal is to determine which gaps are most significant
and which strategies offer the greatest potential for mitigating risks. This evaluation supports the
development of improved cybersecurity policies tailored to educational settings.

The broader intention of the study is to inform a more secure digital learning environment
that protects student data while supporting technological innovation in education. The research
aspires to guide policymakers, educational leaders, and platform developers in designing security
frameworks that align with contemporary cybersecurity standards. Through its findings, the study
seeks to advance the discourse on responsible digital transformation in education (Mestri¢ et al.,
2023; Ushenko et al., 2023).

Current literature on educational technology often emphasizes usability, pedagogical
benefits, and student engagement, but pays insufficient attention to cybersecurity vulnerabilities.
Many studies investigate learning outcomes or technology adoption frameworks without examining
how security weaknesses affect the sustainability and trustworthiness of digital learning ecosystems.
This imbalance results in an incomplete understanding of the risks associated with educational
technology. A critical gap emerges where pedagogical innovation is pursued without adequate
cybersecurity safeguards.

Existing research on cybersecurity tends to focus on corporate or governmental systems,
where data protection frameworks are more advanced and resources more abundant. Educational
institutions, particularly schools and developing countries, are underrepresented in cybersecurity
literature despite being increasingly targeted by cyberattacks. Limited studies explore the
intersection of educational technology and security risks, resulting in fragmented insights that do
not fully capture the complexities of student data protection. The absence of integrated security
models tailored to educational environments restricts the applicability of corporate cybersecurity
frameworks (Mestri¢ et al., 2023; Padmanabhan, 2023).

Few studies adopt a holistic perspective that combines technical vulnerability assessment
with institutional policy analysis and user behavior. The lack of mixed-method investigations that
integrate platform-level analysis with qualitative insights from educational stakeholders leaves a
significant theoretical and methodological gap. These gaps hinder the development of
comprehensive solutions that address both technological and human dimensions of cybersecurity.
This study directly responds to these deficiencies by adopting a multi-layered analytical approach.

This study introduces a novel interdisciplinary framework that bridges cybersecurity
analysis with educational technology policy and user practices. Unlike existing literature that
examines these domains in isolation, the research integrates technical, institutional, and behavioral
perspectives to build a comprehensive understanding of student data vulnerabilities. This integrative
approach offers new theoretical insight into how cybersecurity threats emerge and persist across
different layers of the digital learning ecosystem (Krumova & Kataria, 2023; Saeed, 2023).

The research contributes methodological innovation by combining vulnerability assessments
of leading digital learning platforms with qualitative interviews involving IT administrators,
teachers, and cybersecurity professionals. This mixed-method design provides a richer, more
accurate representation of the cybersecurity landscape than single-method studies. The triangulation
of perspectives reveals not only technological weaknesses but also organizational and cultural
factors that shape data protection practices. Such an approach advances the methodological rigor of
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cybersecurity research in educational contexts (Akacha & Awad, 2023; Badenhorst & Veerasamy,
2023).

The importance of this research lies in its potential to inform policy development and
institutional decision-making at a time when digital learning is rapidly expanding. The findings will
support the creation of cybersecurity frameworks that are specifically adapted to the unique
challenges facing educational institutions. These contributions justify the study’s relevance and
necessity, offering a foundation for safer, more resilient digital learning environments that protect
student privacy while enabling technological innovation.

RESEARCH METHODOLOGY

The study adopted a mixed-method research design to generate a comprehensive
understanding of cybersecurity challenges in educational technology. The quantitative component
involved a systematic vulnerability assessment of widely used digital learning platforms, while the
qualitative component explored institutional practices and user experiences related to student data
protection. The combination of these approaches allowed for triangulation of findings, ensuring that
technological weaknesses and human factors influencing cybersecurity were both examined in
depth. The design was selected to capture the multidimensional nature of data protection issues
across technical, organizational, and behavioral domains (Hassanin et al., 2023; Sasada et al., 2023).

The population consisted of educational institutions that actively use digital learning
platforms for instructional and administrative purposes. The sample included 15 institutions across
primary, secondary, and higher education, representing diverse technological infrastructures and
cybersecurity maturity levels. A purposive sampling strategy was employed to ensure that platforms
with varying levels of complexity, user load, and security features were included. The qualitative
sample comprised 28 participants, including IT administrators, teachers, and cybersecurity
specialists. The sample size for both components was determined based on the need to achieve
sufficient variability in platform features and stakeholder perspectives (Jimenez & O’Neill, 2023;
Sun, 2023).

The study utilized three primary instruments. The quantitative instrument consisted of a
cybersecurity audit checklist adapted from international standards such as ISO/IEC 27001, covering
encryption protocols, authentication systems, access control, and data storage practices. A
structured questionnaire was developed to assess users’ cybersecurity awareness and perceived risks
associated with digital learning platforms. The qualitative instrument included semi-structured
interview guides designed to explore institutional policies, incident response strategies, and
perceived challenges in protecting student data. Each instrument underwent content validation by
experts in cybersecurity and educational technology to ensure accuracy and relevance.

The research procedures began with obtaining institutional consent and ethical approval to
conduct platform assessments and stakeholder interviews. The cybersecurity audit was carried out
by evaluating each platform’s technical documentation, configuration settings, and publicly
accessible security features. Survey questionnaires were distributed electronically to teachers and
administrators, and responses were screened for completeness prior to analysis. Interview sessions
were conducted online, recorded with participant permission, and transcribed verbatim for thematic
analysis. Data from both quantitative and qualitative phases were integrated during interpretation to
construct a holistic account of cybersecurity challenges affecting student data protection (Jillepalli
et al., 2023; Prada et al., 2023).

RESULT AND DISCUSSION
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The descriptive analysis revealed considerable variation in cybersecurity readiness across
the 15 digital learning platforms assessed in this study. The vulnerability audit showed that only
40% of platforms implemented end-to-end encryption, while 53% relied on basic password-based
authentication without multifactor verification. The mean cybersecurity compliance score across
platforms was 62.4 out of 100, indicating moderate readiness but substantial room for improvement.
The summary of key descriptive statistics is presented in Table 1.

Table 1. Descriptive Statistics of Cybersecurity Features in Digital Learning Platforms

Cybersecurity Feature Frequency (n=15) | Percentage (%)
End-to-end Encryption 6 40%
Multifactor Authentication 7 47%
Secure Access Logs 9 60%
Data Backup Protocols 11 73%
Incident Response Plan 5 33%

The descriptive findings indicate that educational platforms demonstrate inconsistent
adherence to security standards. Several platforms scored high on basic protection mechanisms such
as routine data backup but performed poorly on advanced security components such as intrusion
detection systems and incident response protocols. The distribution of compliance scores
demonstrates that even widely adopted platforms differ significantly in their approach to protecting
student data, posing uneven risks across institutions.

The explanation of these descriptive findings suggests that the uneven security landscape
reflects disparities in institutional investment and vendor prioritization. Platforms designed for
large-scale commercial deployment tended to exhibit stronger cybersecurity configurations than
those created for smaller educational contexts. The analysis indicates that cost-related constraints,
lack of regulatory enforcement, and limited institutional negotiation power contribute to these
discrepancies. The descriptive trends underscore the importance of evaluating cybersecurity
features before platform adoption.

The second set of descriptive results relates to user-level cybersecurity awareness, assessed
through survey responses from educators and IT staff. The mean awareness score was 3.14 on a
five-point scale, indicating moderate awareness but a lack of consistent understanding of key
security practices. Approximately 38% of respondents reported never receiving formal
cybersecurity training, and 44% perceived their institutions as unprepared to respond effectively to
data breaches. These findings reinforce the notion that human factors represent a major point of
vulnerability in educational settings.

The inferential analysis examined the relationship between platform cybersecurity scores
and institutional self-reported security preparedness. Correlational testing revealed a significant
positive correlation (r = .61, p <.01), suggesting that institutions using more secure platforms tend
to perceive themselves as better prepared to manage cybersecurity risks. Regression analysis further
showed that platform security features significantly predicted institutional preparedness (f = .47, p
<.05), accounting for 28% of the variance. These results indicate that technological infrastructure
strongly influences institutional confidence and readiness.

The mediation analysis explored whether user cybersecurity awareness influenced the
relationship between platform security and institutional preparedness. The results showed a partial
mediation effect, with cybersecurity awareness accounting for an additional 17% of variance in
preparedness. The indirect effect suggests that even when platforms provide robust security
features, institutional preparedness improves further when users possess higher awareness. These
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findings highlight the necessity of integrating human-centered training with technological
safeguards.

The relational analysis between platform features and reported incidents demonstrated that
platforms lacking multifactor authentication and encryption protocols experienced higher rates of
unauthorized access. Interview data corroborated this trend, revealing that institutions using low-
security platforms had dealt with phishing incidents, account takeovers, and accidental data
exposure. The combined quantitative and qualitative analysis indicates a strong relationship
between weak platform controls and increased cybersecurity incidents.

The case-study findings provide deeper insight into how cybersecurity vulnerabilities
manifest in real educational environments. One institution relying on an outdated learning platform
experienced a breach in which 1,200 student records were compromised due to insecure password
storage. Investigation revealed that the platform lacked encryption and used default administrative
credentials. Another institution encountered ransomware attacks targeting backup systems, resulting
in temporary loss of assignment data and attendance logs. These cases illustrate critical weaknesses
that extend beyond platform design to institutional oversight.

The explanation of case-study data suggests that cybersecurity failures arise not only from
technical flaws but also from insufficient governance practices. Both institutions exhibited delayed
security updates, inadequate oversight of platform configurations, and limited incident response
capabilities. These findings indicate that platform wvulnerabilities are often exacerbated by
institutional inaction or lack of expertise. The case studies reinforce the importance of continuous
monitoring and maintenance in preventing cybersecurity incidents.

The final interpretation of results indicates that cybersecurity challenges in educational
technology stem from the interplay of technological, institutional, and human factors. Platforms
with strong technical safeguards provide a foundational layer of protection, yet institutional
preparedness and user awareness remain equally critical. The findings demonstrate that student data
protection requires a holistic security framework integrating technology, policy, and training. The
results highlight a pressing need for educational institutions to adopt proactive cybersecurity
strategies to ensure the safety of digital learning environments.

The findings of this study demonstrate that cybersecurity vulnerabilities in digital learning
platforms remain substantial and varied across educational institutions. The descriptive analysis
shows that critical protections such as end-to-end encryption, multifactor authentication, and
incident response protocols are inconsistently implemented, with many platforms failing to meet
recommended security standards. The inferential results further reveal that institutions relying on
less secure platforms report significantly lower levels of cybersecurity preparedness and experience
more frequent unauthorized access incidents. The combined quantitative and qualitative analyses
clarify that both technological limitations and organizational practices contribute to weaknesses in
student data protection.

The results also highlight that users’ cybersecurity awareness plays an important mediating
role. Institutions employing secure platforms tend to demonstrate higher preparedness when their
users possess adequate training and understanding of cybersecurity risks. The survey findings
indicate that a large proportion of educators and staff lack formal training, which amplifies
exposure to security threats even when platform-based protections exist. The case studies
emphasize that breaches often stem from overlooked updates, misconfigured features, or delayed
responses, 1illustrating how human error and institutional oversight exacerbate technical
vulnerabilities.
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The study establishes a clear relationship between inadequate security features and increased
cybersecurity incidents. Platforms without encryption or multifactor authentication were more
susceptible to breaches, while institutions with limited governance structures struggled to maintain
secure environments. The qualitative interviews reveal that institutional assumptions about vendor
responsibility often lead to insufficient in-house monitoring. These insights confirm that
cybersecurity in educational technology is a multidimensional issue requiring coordinated technical,
policy, and behavioral interventions.

The findings show that student data protection cannot rely solely on platform capabilities.
Effective cybersecurity in educational settings depends equally on institutional leadership,
consistent policy enforcement, and proactive user training. The results position cybersecurity as an
ecosystem rather than a discrete technological attribute, highlighting the intricate interaction
between tools, policies, and human practices in shaping the safety of digital learning environments.

The results align with international studies indicating that educational institutions are
increasingly targeted by cyberattacks due to their large data repositories and comparatively weak
security infrastructures. Prior research similarly documents that schools and universities often lag
behind corporate sectors in adopting advanced encryption and authentication systems. The present
findings reinforce this pattern by showing that a majority of platforms assessed do not fully comply
with established cybersecurity standards. These consistencies indicate that the vulnerabilities
identified in this study reflect broader systemic challenges within the education sector.

Differences emerge when comparing the results to studies emphasizing user behavior as the
primary cybersecurity threat. While existing research often portrays human error as the main driver
of breaches, this study identifies equally critical weaknesses in the technological architecture of
learning platforms. The dual emphasis on technical and behavioral vulnerabilities expands the
explanatory scope of cybersecurity research in educational contexts. The findings suggest that
platform-level deficiencies may be as influential as user awareness gaps, challenging a behavioral-
only perspective.

The study contributes new insight by integrating platform audits with stakeholder
interviews, an approach seldom applied in previous research. Many studies focus either on policy
evaluation or user behavior surveys, whereas the present research connects system-level
vulnerabilities with institutional and individual practices. The triangulated findings offer a richer
understanding of how cyber threats manifest within educational environments. This approach
highlights the need for interdisciplinary frameworks that combine technical diagnostics with
organizational analysis.

The relationship between platform security and institutional preparedness found in this study
diverges from research arguing that institutions remain unprepared regardless of the technologies
they adopt. The results suggest that secure platforms do contribute meaningfully to perceived and
actual preparedness, especially when users receive adequate training. This divergence introduces a
more balanced view, acknowledging that technological upgrades must be matched by human and
policy components for cybersecurity improvements to materialize.

The findings indicate that cybersecurity challenges in educational technology arise from
structural imbalances between rapid digital adoption and insufficient security governance.
Institutions often prioritize functionality, cost efficiency, and accessibility when selecting learning
platforms, while cybersecurity considerations receive secondary attention. This mismatch reveals
that digital transformation in education is occurring faster than the development of protective
infrastructures. The results illustrate how this acceleration produces systemic exposure to cyber
threats.
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The inconsistent implementation of security protocols across platforms signals a fragmented
approach to student data protection. Educational institutions rely heavily on vendors but frequently
lack the expertise to evaluate security architecture independently. The findings reflect a governance
gap where responsibility for cybersecurity is ambiguously distributed between technology providers
and educational administrators. This ambiguity becomes visible in case studies where preventable
breaches occurred due to misconfigured settings or unmonitored vulnerabilities.

The study reveals that cybersecurity awareness is uneven across user groups and
significantly impacts institutional readiness. The findings show that human factors are not only
behavioral barriers but also indicators of institutional investment in professional development.
Institutions displaying higher awareness typically had more structured training programs,
suggesting that preparedness reflects organizational commitment rather than individual inclination.
This insight points to the need for sustained institutional involvement in cybersecurity education.

The results serve as evidence that cybersecurity in educational technology must be
conceptualized beyond technical controls. The interplay between platform features, user knowledge,
and policy enforcement indicates that secure learning environments require whole-system
alignment. The findings remind policymakers and institutional leaders that cybersecurity is not an
optional enhancement but a foundational requirement for ethical and effective digital learning
(Agarwal et al., 2023; Mesquita et al., 2023).

The findings have direct implications for educational leadership and policy development.
Institutions must prioritize cybersecurity in decision-making processes related to platform adoption,
vendor negotiation, and digital infrastructure investment. The inconsistent security measures
identified in this study demonstrate that relying on vendor assurances is insufficient. Institutions
must develop internal capacity to evaluate and monitor platforms, ensuring that student data is
protected throughout the system’s lifecycle.

The results also suggest that cybersecurity governance must be institutionalized rather than
reactive. Educational institutions should implement formalized policies specifying encryption
requirements, authentication protocols, incident response procedures, and regular system audits.
The relationship between secure platforms and institutional preparedness underscores the need for
policy frameworks that integrate technological, organizational, and human dimensions. Proactive
governance strengthens resilience and promotes trust in digital learning environments (Egenti et al.,
2023; Valencia et al., 2023).

The findings highlight the importance of sustained user training as a critical component of
cybersecurity. Many institutions lack structured professional development programs related to
digital security, resulting in inconsistent user awareness. The mediating role of awareness found in
the study underscores the need to incorporate cybersecurity literacy across all levels of educational
practice. Training must emphasize not only threat recognition but also the responsible handling of
student data.

The implications extend to educational technology developers. Vendors must adopt
transparent security practices and provide customizable security controls that allow institutions to
tailor protections to their needs. The study’s results suggest that improved collaboration between
institutions and vendors could reduce vulnerabilities and promote secure platform design.
Strengthening this partnership is essential for creating digital ecosystems that safeguard student
privacy.

The findings can be explained by institutional resource disparities that influence
cybersecurity readiness. Many educational institutions operate with limited budgets, making it
difficult to invest in advanced security systems or hire specialized cybersecurity personnel. These
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constraints lead to reliance on cost-effective platforms that may lack robust protections. The
analysis reveals that institutions with greater resource allocation typically demonstrated higher
compliance and preparedness (Mesquita et al., 2023; Tsouplaki, 2023).

The rapid expansion of digital learning contributes to the identified vulnerabilities.
Institutions adopted digital platforms quickly in response to global disruptions, often without
conducting thorough security evaluations. This urgency resulted in the implementation of platforms
with inadequate encryption, authentication, or monitoring tools. The findings illustrate how speed-
driven adoption compromises long-term data security.

The inconsistency in user cybersecurity awareness reflects broader gaps in institutional
training practices. Many institutions prioritize pedagogical training while neglecting cybersecurity
skills that are essential in digital environments. The findings suggest that user-related vulnerabilities
stem from systemic underinvestment in digital literacy programs rather than individual
shortcomings. This explanation aligns with the observed mediating role of awareness in institutional
preparedness (Agarwal et al., 2023; Tsouplaki, 2023).

The reliance on vendors for platform security further explains the study’s results. Vendors
often emphasize usability and scalability over cybersecurity because these features drive market
competitiveness. Institutions may assume that vendors ensure adequate security, leading to
overconfidence and reduced internal oversight. This dynamic helps clarify why misconfigurations
and neglect of updates were observed in case studies.

Future research should examine how cybersecurity training programs influence user
behavior over time. Longitudinal studies would provide insight into whether increased awareness
translates into sustained improvements in institutional preparedness. Investigations should also
explore how cybersecurity literacy can be embedded within teacher education and professional
development frameworks.

Further studies should evaluate the effectiveness of specific technological interventions,
such as Al-driven threat detection, biometric authentication, or blockchain-based data storage.
Testing these emerging tools in real educational environments would offer valuable evidence for
policymakers and institutions seeking to strengthen data protection. Comparative platform testing
would also help establish benchmarks for minimum security standards (Putra et al., 2023;
Skladannyi et al., 2023).

Research is needed to explore cross-cultural variations in cybersecurity challenges within
educational technology. Differences in regulations, technological infrastructure, and institutional
cultures may influence how vulnerabilities manifest and how institutions respond (Buriachok et al.,
2023; Pithawalla & Chhabra, 2023). Comparative studies across regions or educational systems
would enrich the global understanding of cybersecurity in digital learning.

Practical steps must be taken by institutions, vendors, and policymakers. Institutions should
adopt comprehensive cybersecurity frameworks that integrate policy, training, and technology.
Vendors must prioritize security-by-design principles. Policymakers should establish and enforce
minimum security requirements for educational platforms. Future research should evaluate the
impact of these interventions, supporting continuous improvement of cybersecurity practices in
education.

CONCLUSION

The most important finding of this research is the identification of cybersecurity in
educational technology as a multidimensional challenge shaped by technological, institutional, and
human factors. The study demonstrates that the most significant vulnerabilities arise not only from
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weak platform-level protections—such as insufficient encryption, lack of multifactor authentication,
and inadequate incident response protocols—but also from limited cybersecurity awareness among
users and fragmented governance structures within institutions. This combination of technological
and behavioral weaknesses distinguishes the findings from earlier studies that tended to focus
primarily on either system-level flaws or user error. The results reveal that effective protection of
student data requires integrated safeguards across all layers of digital learning environments.

The research offers conceptual and methodological contributions by bridging cybersecurity
analysis with educational technology governance and user behavior. The study integrates platform
vulnerability audits, user awareness surveys, and qualitative interviews into a cohesive mixed-
method framework that captures the complexity of student data protection challenges. This
methodological design advances the field by demonstrating how technical diagnostics and
institutional insights can be triangulated to develop a more holistic understanding of cybersecurity
risks. The conceptual contribution lies in reframing cybersecurity as an ecosystem that demands
alignment between technological features, organizational policies, and user competencies.

The limitations of this study primarily concern the scope of the sample and the controlled
nature of platform assessments. The number of platforms evaluated, while diverse, may not fully
represent the wide spectrum of educational technologies used globally, and institutional practices
may vary substantially across regions or regulatory environments. The reliance on self-reported data
for measuring user awareness may also introduce bias, while interview-based findings may not
capture all variations in institutional experiences. Future research should expand the sample size,
incorporate cross-regional comparisons, and employ longitudinal designs to examine how
cybersecurity preparedness evolves over time. Further studies could also evaluate the effectiveness
of specific technical and pedagogical interventions, contributing to the creation of adaptive and
resilient cybersecurity frameworks for educational settings.
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