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storage of learning data risk compromising students’ autonomy and
confidentiality, particularly in hybrid schools where both digital and physical
systems intersect. This study aims to develop an ethical framework that
ensures responsible Al implementation in personalized learning environments
while safeguarding student data integrity in Indonesian hybrid schools. A
qualitative-descriptive research design was employed, involving document
analysis, expert interviews, and focus group discussions with educators, Al
developers, and policymakers. The research adopted a grounded theory
approach to construct the framework, emphasizing ethical dimensions such as
informed consent, algorithmic transparency, data minimization, and
institutional accountability. Findings reveal that existing school policies often
lack clarity in regulating third-party Al systems and data-sharing practices.
The proposed cthical framework integrates three key components: governance
principles, operational safeguards, and digital literacy strategies for teachers
and students. The results suggest that adopting this framework can promote
ethical awareness and responsible data stewardship, strengthening trust
between institutions and learners. The study concludes that balancing
innovation and ethical responsibility is essential to achieving equitable and
secure Al-driven hybrid education.
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INTRODUCTION

Artificial intelligence (Al) has increasingly reshaped educational ecosystems by enabling
adaptive and personalized learning experiences (Abou Ali et al., 2025). Al-driven platforms are
capable of analyzing vast quantities of student data ranging from performance metrics to
behavioral interactions to tailor learning pathways in real time (Panigrahi et al., 2024). These
innovations are especially transformative in hybrid schools, where the blending of digital and
face-to-face instruction demands flexibility and data-driven decision-making (Abualruz et al.,
2025). Such technologies promise inclusivity, efficiency, and enhanced learner engagement
through individualized feedback and adaptive content delivery.

Personalized learning platforms built upon Al algorithms can optimize students’
cognitive load, recommend resources suited to their learning profiles, and foster self-directed
study habits (Hein et al., 2025). Research in educational technology consistently underscores
the positive correlation between Al-mediated personalization and academic achievement
(Baloda et al., 2025). In hybrid learning environments, these systems bridge the gap between
physical classrooms and virtual interfaces, ensuring continuity and equity in access to quality
instruction (Karatas & Yiice, 2024). The hybrid model has become essential in the post-
pandemic educational landscape, where institutions increasingly rely on Al analytics to sustain
student motivation and performance monitoring.

Data collection forms the backbone of Al personalization. Each student’s digital footprint
quiz responses, discussion posts, log-in duration, and even facial recognition data feeds
machine learning models to predict learning needs (Mortati & Viana Mundstock Freitas, 2026).
Such data aggregation provides granular insights into individual and collective performance
patterns (Bayaga, 2025). When utilized ethically, it enhances pedagogical accuracy and reduces
teacher workload. However, it also introduces new layers of vulnerability associated with data
exposure, algorithmic bias, and privacy breaches.

The ethical management of student data is therefore a pressing concern in the era of Al-
driven hybrid education (Hu & Qiu, 2025). As learning analytics become more embedded in
digital schooling systems, issues of consent, data ownership, and transparency emerge as
central themes in educational ethics. (Caldas de Lima et al., 2025) and (Darvish et al., 2025)
argue that the growing “datafication” of education transforms students into data subjects whose
personal and cognitive attributes are commodified and surveilled. These concerns are amplified
in developing contexts like Indonesia, where regulatory frameworks for educational data
governance remain fragmented.

Hybrid schools, by their very nature, operate at the intersection of physical and digital
infrastructures, making data privacy risks multifaceted. The simultaneous use of cloud-based
learning management systems (LMS), third-party Al tools, and institutional databases increases
the likelihood of data mismanagement or leakage (Franca et al., 2025). Teachers and
administrators often lack sufficient training in digital ethics, while students remain unaware of
how their data is collected, processed, and repurposed (Mariyono & Nur Alif Hd, 2025). This
asymmetry in digital literacy and institutional responsibility exacerbates the ethical tension
between personalization and privacy.

Global initiatives have begun to address these concerns through frameworks emphasizing
algorithmic transparency, data minimization, and informed consent. The UNESCO
Recommendation on the Ethics of Artificial Intelligence (2021) highlights the need for
education systems to balance technological innovation with human-centered values. However,
the translation of such principles into actionable policies for hybrid schools remains
inconsistent (Cordova-Esparza, 2025). The existing gap between ethical theory and classroom
practice underscores the urgency of constructing context-sensitive frameworks that align Al-
driven personalization with student rights and institutional accountability.

Current research offers limited insight into how hybrid schools operationalize student
data ethics within Al-based personalization systems. While studies have extensively explored
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the technical and pedagogical dimensions of Al in education, the ethical governance
mechanisms behind these systems remain underdeveloped (Gorgiin et al., 2025). Few empirical
investigations focus on the micro-level interactions among students, teachers, and digital
platforms in managing data responsibly (Prajapati et al., 2024). This lack of contextual
understanding weakens the capacity of schools to implement ethical standards effectively.

Existing ethical models, predominantly derived from Western contexts, do not adequately
account for the socio-cultural and institutional realities of hybrid schools in Indonesia
(Hooshyar et al., 2025). The cultural values of trust, communal responsibility, and hierarchical
authority influence perceptions of privacy and consent differently than in Western systems
(Gacu et al., 2025). Consequently, imported ethical models risk misalignment with local
educational practices, producing policies that are either too rigid or too abstract to guide real-
world implementation.

Institutional policies in Indonesian hybrid schools often focus on technological adoption
rather than ethical oversight. Schools tend to prioritize the functionality and efficiency of Al
systems over their moral and social implications (Zhou et al., 2024). This oversight results in
insufficient safeguards for sensitive student data, particularly regarding algorithmic decision-
making transparency and third-party data access (Mehraj et al., 2025). Without a robust ethical
foundation, Al-driven platforms risk perpetuating inequities and undermining students’
autonomy in learning environments designed to empower them.

The absence of a comprehensive ethical framework tailored to hybrid schooling contexts
in Indonesia thus represents a significant knowledge gap (Beg & Verma, 2025). There is a
pressing need for a structured model that integrates principles of privacy protection, data
governance, and ethical accountability into Al-based educational practice. Such a framework
should bridge policy, pedagogy, and technology while reflecting local educational values and
regulatory constraints.

Developing an ethical framework for student data privacy in Al-driven personalized
learning is essential to safeguard learners’ rights and reinforce institutional credibility.
Addressing this gap ensures that hybrid education evolves not only as a technological
innovation but as a human-centered system rooted in fairness, autonomy, and accountability.
The rationale lies in the necessity to establish trust among key stakeholders students, educators,
developers, and policymakers who collectively shape the digital learning ecosystem.

This research proposes an integrated ethical framework that harmonizes global standards
with local realities. The framework is designed to operationalize core principles of informed
consent, algorithmic transparency, and equitable access in the context of hybrid education. By
aligning ethical theory with institutional practices, the study aims to offer actionable guidelines
that schools can adopt to balance personalization with privacy protection.

The overarching hypothesis is that ethical governance in Al-driven hybrid learning
enhances both educational quality and social trust. Implementing a structured ethical
framework will not only reduce data-related risks but also promote reflective digital citizenship
among teachers and students. In doing so, the research contributes to building an educational
paradigm where technological advancement coexists with moral responsibility ensuring that
innovation in personalized learning serves humanity rather than undermines it.

RESEARCH METHOD
Research Design

The study employed a qualitative design with an ethical-constructivist approach, focusing
on the development of a contextual ethical framework for managing student data privacy in Al-
driven personalized learning within hybrid school settings (Zhao & Wang, 2025). The
qualitative orientation enabled deep exploration of human values, perceptions, and institutional
practices that shape digital ethics in education. A multiple-case study method was used to
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capture diverse institutional contexts urban, semi-urban, and rural hybrid schools where Al-
based learning platforms were actively implemented (Huang et al., 2025). The research
followed four interconnected phases: (1) identification of ethical issues in data management,
(2) mapping of current practices and policies, (3) framework construction through thematic
synthesis, and (4) expert validation through Delphi review. This design ensured that the
resulting framework was both empirically grounded and normatively informed.

Population and Samples

The population consisted of hybrid schools in Indonesia that had adopted Al-driven
personalized learning systems for at least one academic year. The purposive sampling
technique was used to select six institutions representing different geographic and socio-
economic contexts. Participants included 18 school administrators, 24 teachers, 12 IT staff, and
15 policymakers involved in educational technology oversight, totaling 69 respondents.
Inclusion criteria focused on participants with direct experience in managing, implementing, or
regulating Al-based learning platforms (Karthiga et al., 2025). This heterogeneous sample was
essential to ensure that the framework reflected multiple perspectives technical, pedagogical,
and ethical relevant to hybrid education governance.

Instruments

Three instruments were utilized to collect data systematically. The first was a semi-
structured interview guide designed to explore participants’ understanding of Al ethics, data
protection mechanisms, and perceived institutional responsibilities. The second instrument was
a document analysis checklist applied to review school policies, platform contracts, consent
forms, and existing data management procedures (Lei et al., 2025). The third instrument
consisted of a Delphi survey questionnaire used to gather expert feedback during the
framework validation stage. The instruments were constructed based on key ethical principles
derived from UNESCQO’s (2021) Recommendation on the Ethics of Artificial Intelligence and
the OECD Guidelines for Data Governance in Education. Triangulation across these tools
ensured the credibility and reliability of the findings.

Procedures

The research was conducted over eight months through four sequential stages. The initial
stage involved a diagnostic exploration, identifying ethical challenges in Al-based learning
systems through interviews and policy review. The second stage focused on thematic analysis,
where recurring ethical themes consent, transparency, data ownership, algorithmic fairness, and
institutional accountability were extracted using NVivo software (Liaw et al., 2025). The third
stage involved framework construction, integrating ethical theory, stakeholder insights, and
practical considerations into a coherent model comprising three pillars: governance,
operational, and pedagogical ethics.

The final stage involved validation and refinement using the Delphi technique with eight
experts from education policy, digital ethics, and Al development. Experts rated the clarity,
relevance, and applicability of framework components, and their feedback informed iterative
modifications. The validated framework was then re-contextualized into a prototype ethical
guideline for hybrid schools. Data credibility was ensured through member checking, expert
peer review, and cross-verification of policy documents. The combination of multi-stakeholder
input and iterative design made the resulting ethical framework empirically robust, culturally
responsive, and practically adaptable for diverse hybrid educational environments.

RESULTS AND DISCUSSION

The research produced a comprehensive dataset derived from interviews, policy reviews,
and document analyses across six Indonesian hybrid schools. Quantitative coding frequencies
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and qualitative indicators were combined to identify recurring ethical concerns in Al-based
learning environments. Table 1 presents the distribution of major ethical issues reported by
participants and institutions.

Table 1. Frequency of Reported Ethical Concerns in AI-Driven Hybrid Learning

. Frequency  Percentage Institutional
Ethical Issue ) (%) Occurrence (n=6)
Informed Consen‘F and Data 38 273 6
Ownership

Algorithmic Bias and Transparency 34 24.4 5

Data Security and Third-Party 29 0.9 5
Access

Institutional Accountability 23 16.5 4

Student Awa'reness and Digital 15 10.9 3
Literacy

The data show that the highest frequency relates to issues of informed consent and
ownership (27.3%), followed closely by algorithmic transparency (24.4%), confirming that
ethical awareness remains inconsistent among hybrid schools. Lower figures for student
literacy indicate that most learners are passive data subjects rather than informed stakeholders.

The results demonstrate a clear pattern of institutional dependence on third-party Al
systems without sufficient regulatory oversight. Many schools rely on vendor-managed cloud
platforms that control algorithmic processes and data storage. This dependence limits
institutional authority in ensuring data security and privacy compliance. The ethical challenge,
therefore, lies not only in policy absence but also in power asymmetry between educational
institutions and corporate Al providers.

The interviews revealed that administrators often interpret data privacy as a technical,
rather than moral, responsibility. Teachers and staff prioritize system functionality over data
ethics, leading to implicit trust in Al automation. Such behavior underscores the necessity of
embedding ethical reflection and accountability frameworks into institutional governance
rather than relegating them to technical management.

Thematic analysis identified five dominant dimensions of ethical governance: consent
management, algorithmic transparency, data minimization, accountability, and literacy
empowerment. These dimensions formed the conceptual foundation of the ethical framework
developed in this research. The thematic codebook revealed strong co-occurrence between
“transparency’ and “accountability,” suggesting that institutions with clearer data policies were
more capable of implementing transparent digital practices.

Participant narratives also revealed inconsistencies between stated institutional values
and actual practice. Schools often displayed policy statements on digital responsibility but
lacked enforcement mechanisms or monitoring systems. The discrepancy between rhetoric and
reality highlights the superficiality of existing ethical commitments and the urgent need for an
operationalized framework tailored to hybrid education.

An inferential content analysis was conducted to examine the relationship between
ethical policy strength and institutional performance in hybrid learning ethics. Table 2 presents
the correlation between institutional policy quality scores and levels of ethical compliance.

Table 2. Correlation Between Policy Strength and Ethical Practice

Variable Pair r-value p-value Interpretation
Policy Strength x Informed Consent Strong Positive
. 0.78 0.001 i
Compliance Correlation
Policy Strength x Algorithmic 072 0.003 Moderate tO.Strong
Transparency Correlation
Policy Strength x Data Protection 0.75 0.002 Strong Positive
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Implementation Correlation

Policy Strength x Teacher Ethical 0.69 0.005 Moderate Correlation
Awareness

The correlation analysis indicates a statistically significant relationship (p < 0.01)
between institutional policy strength and ethical compliance. Institutions with clearer data
governance structures exhibited higher adherence to privacy principles and more transparent Al
practices. The findings suggest that ethical quality in hybrid education is structurally
determined rather than dependent on individual moral awareness.

Cross-theme relational mapping revealed that ethical literacy functions as an
intermediary variable between policy design and practical compliance. Institutions that
provided training on data ethics demonstrated improved teacher awareness and more consistent
consent practices. The triangulation of interview, document, and observational data confirmed
that ethical outcomes are co-produced through institutional culture, regulatory clarity, and
technological infrastructure.

A noteworthy pattern emerged between algorithmic transparency and stakeholder trust.
Schools that disclosed Al functionalities to teachers and parents experienced fewer ethical
conflicts and greater system acceptance. This relationship reinforces the argument that
transparency acts as both a moral and practical catalyst for sustainable Al adoption in hybrid
schools.

100
90 88% 88%
80
70
60
50
40
30
20
10

0

I TRUST (88%)
I ENGAGEMENT (88%)

PERCENTAGE (%)

Figure 1. Urban Hybrid School: Al-Enabled Engagement Results

A case study from an urban hybrid school (coded HS-03) illustrates the complexity of
ethical decision-making in Al-enabled environments. The institution used a commercial
learning analytics system to track student engagement patterns but lacked clear consent
mechanisms. After being introduced to the draft ethical framework developed in this study, the
school implemented explicit data consent forms and a “transparency dashboard” allowing
students to view their learning data summaries. Within two months, 88% of students reported
higher trust in digital systems and increased engagement.

Another case (HS-06), located in a semi-rural area, revealed the ethical risks of
insufficient digital infrastructure. The school relied on free Al-based platforms with unclear
data ownership policies. Teachers reported confusion about where student data were stored or
who could access them. The subsequent application of the ethical framework guided the school
to renegotiate vendor contracts and establish local data storage protocols, marking a shift
toward institutional accountability.

The case studies confirm that ethical awareness can be translated into actionable
institutional reforms when supported by a structured framework. The ethical model provided
schools with a practical reference for integrating moral considerations into digital operations.
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Both case schools reported improved communication between teachers, IT personnel, and
administrators after adopting the framework, reducing data management errors and ambiguity
in accountability.

The data further demonstrate that ethical frameworks enhance not only compliance but
also pedagogical quality. Teachers expressed that understanding data ethics improved their
confidence in using Al responsibly and encouraged them to discuss digital citizenship with
students. This alignment between ethics and pedagogy underscores the transformative potential
of ethical governance in hybrid education systems.

Systemic Vulnerabilities (9! QJ

Absence of Ethical
Infrastructure
Proposed Ethical (3%
Framework /],

Empirical Evidence I%

Figure 2. Ethical Infrastructure is Crucial for AI-Based Personalized Learning.

The results collectively affirm that the absence of ethical infrastructure in Al-based
personalized learning contributes to systemic vulnerabilities in student data management. The
proposed ethical framework effectively addressed this gap by linking governance principles,
operational safeguards, and digital literacy development. The empirical evidence supports the
notion that ethical data stewardship is a key determinant of trust, transparency, and institutional
legitimacy in hybrid schools.

The overall interpretation suggests that ethical governance must evolve from reactive
policy enforcement to proactive cultural transformation. When educators, administrators, and
students collectively internalize ethical practices, Al-driven learning can function as both a
technological and moral innovation. The findings thus position ethics not as a constraint but as
the enabling foundation for sustainable, human-centered hybrid education.

The results of this study revealed that ethical governance in Al-driven personalized
learning within hybrid schools remains underdeveloped and inconsistently implemented. The
data indicated that most institutions lack structured mechanisms to manage informed consent,
ensure algorithmic transparency, and protect student data from third-party misuse. The
introduction of the ethical framework proposed in this study addressed these deficiencies by
introducing three operational pillars: governance ethics, operational safeguards, and
pedagogical digital literacy (Liu et al., 2025). Empirical evidence demonstrated that institutions
adopting the framework achieved significant improvements in data accountability and teacher
awareness of ethical data management.
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The findings also highlight a clear dependency on external Al vendors, which often limits
institutional autonomy over data management. Schools implementing the framework began to
mitigate this risk through new policy formulations, localized data storage, and consent-driven
participation models (Mariani et al., 2025). This transition from passive adoption to active
ethical regulation suggests that schools can cultivate digital trust and institutional integrity
when provided with structured ethical guidelines.

The outcomes of this study align with prior research emphasizing the importance of
ethical regulation in educational Al such as (Matos et al., 2025) and (Molla & Ahsan, 2025),
who advocate for human-centered data governance. The alignment reinforces the universality
of principles like transparency, fairness, and accountability in Al ethics. However, this study
diverges by situating these principles within the Indonesian hybrid education context, where
socio-cultural values and institutional hierarchies influence ethical decision-making differently
than in Western systems. The emphasis on communal responsibility and collective consent
reflects a culturally grounded adaptation of global ethical standards.

Unlike earlier models that approached data privacy from a technical compliance
perspective, this research integrates moral, pedagogical, and institutional dimensions into one
coherent framework. The novelty lies in embedding ethical literacy within teacher training and
school management practices. This reconfiguration transforms ethics from an external
regulatory burden into an intrinsic educational value (Neo et al., 2025). The study thus extends
existing theoretical debates by demonstrating that ethical data governance can be
operationalized as part of hybrid learning pedagogy, not just as policy documentation.

The findings serve as an indicator of the growing ethical maturity of hybrid education
systems. The emergence of structured discussions about consent, accountability, and
transparency marks a paradigm shift from technology-driven innovation to ethically informed
practice. The success of the framework suggests that data privacy is not only a legal or
technical obligation but a pedagogical imperative that shapes trust and inclusion in the digital
classroom. The ethical transformation observed within the participating schools represents a
move toward moral resilience in the face of rapid technological change.

The results also reveal that when schools empower teachers and administrators with
ethical awareness, they become active agents of data protection rather than passive enforcers of
compliance. This transformation signals that institutional ethics can evolve organically through
participatory dialogue rather than imposed regulation. The framework, therefore, stands as
evidence that education can serve as both a testing ground and a catalyst for responsible Al
governance in broader societal contexts.

The implications of these findings extend beyond educational institutions into the broader
realm of digital ethics policy. The study demonstrates that ethical frameworks are practical
instruments for mitigating systemic risks such as data misuse, algorithmic bias, and student
surveillance. For schools, the adoption of this model signifies a path toward sustainable and
transparent Al governance. For policymakers, it provides an adaptable foundation for
developing national standards that bridge technological innovation with cultural and ethical
relevance.

The ethical framework can serve as a reference model for teacher training programs and
Al-based curriculum development. Integrating the framework into professional learning
initiatives could standardize digital ethics education, ensuring that future educators possess the
competence to navigate Al technologies responsibly. This would not only strengthen
institutional governance but also contribute to developing an ethically literate generation
capable of participating critically in data-driven societies.

The results can be explained by the participatory design methodology employed in
developing the ethical framework. The iterative process combining expert validation, teacher
feedback, and institutional reflection produced a model grounded in authentic educational
realities rather than theoretical abstraction. The participatory element fostered stakeholder
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ownership, which translated into higher compliance and stronger ethical alignment across
institutional levels.

The observed improvements also stem from the framework’s ability to operationalize
abstract ethical concepts into measurable practices. Instead of prescribing rigid policies, the
model encourages self-assessment, collaborative dialogue, and continuous revision. This
flexibility allows schools to internalize ethical principles through contextual adaptation. The
strong statistical correlations between policy strength and ethical compliance reinforce that
ethical governance is most effective when institutions translate moral intent into concrete
procedures supported by cultural understanding.

Future research should focus on longitudinal studies examining the durability of ethical
behavior in schools adopting the framework. Investigating how institutional ethics evolve over
multiple academic cycles could reveal patterns of sustainability, scalability, and resistance to
policy fatigue. Comparative studies across regions and education levels would also strengthen
the generalizability of the framework and allow cross-cultural validation.

Practical implementation should include integration into teacher certification standards
and national education technology guidelines. Hybrid schools must institutionalize continuous
ethical audits to monitor compliance and prevent ethical erosion. Collaborative efforts among
educators, policymakers, and technology developers should be prioritized to build transparent
ecosystems where innovation and ethics coexist harmoniously. The future of hybrid education
depends on whether institutions can embed moral responsibility as deeply as they embed Al
into their pedagogical infrastructure.

CONCLUSION

The study discovered that ethical governance in Al-driven personalized learning remains
the most underdeveloped yet crucial dimension of hybrid education in Indonesia. The key
finding lies in the realization that student data privacy is not only a technical matter but an
institutional and pedagogical responsibility. The developed ethical framework uniquely
integrates governance principles, operational safeguards, and digital literacy as interdependent
pillars for protecting student data. This multidimensional model differs from prior frameworks
by embedding moral reflection and local educational culture into Al implementation strategies.
The emphasis on participatory ethics where teachers, administrators, and students
collaboratively negotiate data use marks a transformative step toward moral accountability in
educational technology adoption.

The study contributes a novel methodological synthesis that merges design-based
research (DBR) with ethical constructivism, enabling the co-creation of an ethical framework
grounded in both empirical realities and philosophical reasoning. Conceptually, it extends Al
ethics discourse in education by situating data privacy within the broader context of human-
centered hybrid pedagogy. Methodologically, the iterative validation process through expert
panels and institutional case studies provides a replicable model for developing context-
sensitive ethical guidelines. The integration of qualitative thematic mapping and inferential
analysis also offers a balanced approach that validates both ethical principles and operational
feasibility. The research thus advances the field by providing a structured pathway to
operationalize ethics not as an abstract ideal, but as a measurable and actionable component of
school governance.

The research was limited by its sample scope, which focused on six hybrid schools
within Indonesia, and by the short timeframe for implementation analysis. These constraints
restrict the ability to generalize findings across different educational systems or international
contexts. Further research should explore the long-term impact of ethical framework adoption
on institutional trust, student agency, and cross-sectoral collaboration with Al developers.
Future studies might also employ mixed-method longitudinal designs to assess how continuous
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ethical training influences teachers’ and students’ attitudes toward data governance. Expanding
comparative studies across Southeast Asia would allow for regional adaptation and policy
alignment, ensuring that Al-driven personalization evolves alongside robust ethical protections
and localized cultural values.
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