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ensure data immutability, transparency, and learner ownership. This study aims to
design and evaluate a blockchain-based credentialing framework integrated within a
lifelong hybrid learning system, providing a secure, interoperable, and scalable model
for educational institutions. The research employed a design-based approach combining
system architecture modeling and pilot testing in three Indonesian universities. Data
were collected through usability testing, stakeholder interviews, and system
performance metrics. The findings revealed that the blockchain credentialing model
enhanced verification efficiency by 63%, reduced administrative errors by 41%, and
improved trust perception among employers and learners. The smart contract
mechanism automated credential issuance, while decentralized verification protocols
ensured authenticity without reliance on centralized databases. The results confirm that
blockchain-based digital credentials can strengthen academic credibility and facilitate
global recognition of hybrid learning achievements. The study concludes that
blockchain integration in education not only promotes transparency and trust but also
aligns with the principles of lifelong learning and digital sovereignty. Future
implementations should explore interoperability across cross-border educational
systems and adaptive governance models for data privacy and regulatory compliance.
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INTRODUCTION

The emergence of blockchain technology has introduced a paradigm shift in how trust
and authenticity are established in digital ecosystems. Initially popularized through
cryptocurrencies, blockchain’s core attributes decentralization, transparency, and immutability
have attracted growing attention in education, particularly in credential management (Almadani
et al., 2023). Educational institutions worldwide are increasingly digitizing their credentials to
meet the mobility needs of learners and the verification requirements of global employers
(Ching & Ho, 2025). Traditional centralized databases, however, remain vulnerable to
tampering, data breaches, and bureaucratic inefficiencies. Blockchain offers a decentralized
alternative that ensures data integrity and verifiable authenticity.

Recent advancements in lifelong learning models and hybrid education have intensified
the demand for secure, portable, and verifiable credentials. Learners are engaging with multiple
platforms across formal, non-formal, and informal settings, often accumulating diverse skill
certifications over time (Ciraolo et al., 2024). This fragmentation poses challenges for
institutions attempting to issue, verify, and manage these records reliably. Blockchain’s
distributed ledger provides an immutable and interoperable infrastructure capable of unifying
this fragmented credentialing landscape. Its capacity to establish direct verification without
intermediaries aligns with the principles of transparency and learner ownership (Alsobhi et al.,
2023).

Digital transformation in Southeast Asia has accelerated post-pandemic, particularly
through hybrid learning systems that blend online flexibility with institutional oversight.
However, this rapid expansion has exposed weaknesses in credential verification systems.
Employers and universities face challenges confirming the authenticity of certificates, while
learners struggle to maintain a coherent lifelong record of achievement (Deng, 2025). Studies
by (Desroche et al., 2025) and (Fan et al., 2025) have emphasized blockchain’s potential to
address these inefficiencies through trustless verification mechanisms.

Educational policymakers are beginning to recognize blockchain’s transformative
potential for academic governance. Countries such as Singapore, South Korea, and Japan have
initiated pilot projects for blockchain-based diplomas, signaling a regional momentum toward
secure digital credential ecosystems (Babu et al., 2022). In Indonesia, however, blockchain
adoption in education remains in its infancy, constrained by infrastructural limitations and a
lack of policy integration. The growing hybrid education model thus presents an opportune
context for exploring blockchain’s practical applicability (Baniata & Kertesz, 2022).

Technologically, blockchain’s architecture comprising cryptographic hashing, smart
contracts, and distributed consensus offers a technical foundation that minimizes human error
and institutional dependency (Careja & Tapus, 2023). Each credential issued on the blockchain
can be permanently recorded, cryptographically signed, and instantly verified by any
authorized stakeholder. This mechanism ensures that educational credentials cannot be altered,
duplicated, or falsified. Such integrity is essential for hybrid and lifelong learning models,
where continuous validation across multiple learning nodes is critical (Chen et al., 2023).

Scholars in educational technology increasingly advocate for a “trust architecture” that
integrates blockchain within learning management systems (LMS). This integration would
allow learners to control access to their records while enabling real-time credential verification.
The World Economic Forum (2020) and UNESCO (2021) have underscored blockchain’s
potential to redefine credentialing as a learner-centered process, promoting autonomy and
accountability in digital learning environments (Dudek, 2023).

Despite its theoretical promise, practical implementation of blockchain in hybrid and
lifelong learning systems remains underexplored. Most existing studies focus on technical
feasibility rather than pedagogical or institutional integration (Islam et al., 2023). There is
limited empirical evidence on how blockchain-based credential systems function in dynamic,
multi-platform hybrid environments. The challenge lies not merely in developing a technical
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solution but in aligning it with educational workflows, accreditation frameworks, and ethical
considerations (J et al., 2023).

Research on blockchain in education tends to concentrate on higher education
credentialing or MOOCs, overlooking the broader scope of lifelong learning that includes
community-based and professional education (Dordevic et al., 2025). The hybrid learning
ecosystem in Southeast Asia, characterized by its diversity of institutions and digital maturity,
offers a unique context that has not been sufficiently examined. Understanding how blockchain
can function effectively in such a decentralized and culturally heterogeneous environment
remains a critical research gap.

There is also insufficient analysis of governance and ethical frameworks for blockchain
credentialing. Questions regarding data sovereignty, interoperability, and regulatory
compliance are unresolved (Pu & Lam, 2023). Without clear frameworks, blockchain
initiatives risk creating new inequities between institutions with advanced technological
infrastructure and those without. A context-sensitive model tailored to Southeast Asia’s hybrid
education systems is therefore urgently needed (Zuo, 2022).

Empirical gaps persist concerning user adoption and perception. Few studies have
assessed how educators, students, and employers perceive blockchain-based credentialing in
terms of trust, usability, and scalability. This lack of user-centered research limits the
translation of blockchain from experimental pilots to sustainable policy-backed
implementations (Pourrahmani et al., 2023). The present study addresses these gaps by
designing and evaluating an educational blockchain framework within a lifelong hybrid
learning context (Zhong et al., 2022).

The rationale for this study arises from the increasing complexity of hybrid and lifelong
learning ecosystems, which demand secure, interoperable, and learner-controlled credential
systems (Nousias et al., 2022). As education becomes more distributed and modular, the need
for verifiable and portable credentials becomes essential for ensuring academic integrity and
professional recognition. Integrating blockchain into this framework promises to establish a
permanent and trustworthy ledger of educational achievements that transcends institutional
boundaries (Tripathi et al., 2023).

The study seeks to design, implement, and evaluate a blockchain-based model for issuing
and verifying digital credentials within Indonesia’s hybrid lifelong learning system (Kim et al.,
2023). The goal is to demonstrate that blockchain can enhance credential authenticity,
streamline verification processes, and empower learners through data ownership (Khan et al.,
2022). The research hypothesizes that blockchain implementation will significantly improve
trust, efficiency, and accessibility in educational credentialing compared to traditional systems.

The broader motivation lies in developing a pedagogically aligned blockchain framework
that not only secures credentials but also supports continuous, inclusive, and transparent
learning pathways. This integration represents a shift toward a learner-centric educational
paradigm where data integrity and autonomy reinforce lifelong learning objectives. By
addressing both technological and ethical dimensions, the research aims to contribute to a
sustainable digital trust infrastructure for Southeast Asian hybrid education.

RESEARCH METHOD
Research Design

The study employed a design-based research (DBR) approach to develop and evaluate a
blockchain-integrated credentialing system within a lifelong hybrid learning ecosystem. The
design phase involved conceptual modeling, prototype development, and pilot implementation
across multiple institutions (Figueiredo et al., 2025). The approach was iterative, combining
technological innovation with empirical validation to ensure practical applicability and
scalability. Both qualitative and quantitative methods were integrated to assess system

Page | 94



Journal Neosantara Hybrid Learning

usability, efficiency, and trustworthiness. Quantitative data focused on performance indicators
such as processing time, transaction verification rates, and user satisfaction scores, while
qualitative data were derived from focus group discussions with educators, administrators, and
learners to explore perceptions and challenges related to blockchain adoption (T. et al., 2023).

Population and Samples

The population consisted of higher education institutions implementing hybrid or lifelong
learning programs within Indonesia’s digital education ecosystem. Three universities
representing diverse institutional contexts public, private, and vocational were selected as pilot
sites. Participants included 90 individuals comprising administrators (15), educators (35), IT
staff (10), and learners (30) directly involved in credential issuance and verification (Franga et
al., 2025). A purposive sampling method was used to ensure participant diversity and relevance
to the research objectives. The selected institutions reflected varied levels of digital maturity,
allowing cross-comparison of blockchain adoption experiences and identifying contextual
factors influencing its implementation.

Instruments

Four main instruments were utilized for data collection. The first was a system
performance log, automatically recording blockchain transaction metrics such as block
validation time and error rates (Belhaj et al., 2025). The second instrument was a questionnaire
adapted from the Technology Acceptance Model (TAM) and System Usability Scale (SUS) to
measure user acceptance and satisfaction. The third was a semi-structured interview guide used
to capture in-depth perceptions, concerns, and institutional readiness factors (Garbey et al.,
2025). The final instrument was a document analysis protocol for reviewing existing
credentialing workflows, policy documents, and data security frameworks to evaluate the
degree of procedural alignment with blockchain implementation requirements.

Procedures

The research followed four systematic stages. The initial design phase involved mapping
existing credential workflows and identifying pain points such as authentication delays and
duplication risks. The development phase focused on constructing the blockchain architecture
using Ethereum’s smart contract functionality to enable decentralized credential issuance and
verification (Pujari et al., 2023). The implementation phase consisted of pilot testing the system
within hybrid learning platforms, followed by data collection on system performance and user
interaction. The evaluation phase integrated quantitative analytics and qualitative feedback to
assess system usability, security perception, and institutional adaptability (Hajloo et al., 2025).
Data triangulation was employed to ensure validity, and findings from the pilot phase informed
iterative system refinements aimed at optimizing performance, interoperability, and trust
among users.

RESULTS AND DISCUSSION

The quantitative data gathered from the pilot testing phase encompassed system
performance metrics, user acceptance scores, and verification efficiency rates. A total of 90
participants from three universities contributed to the dataset, which included blockchain
transaction logs and usability assessments. Descriptive statistics summarized system stability,
processing speed, and user perceptions of reliability and trust. The blockchain-based
credentialing system completed 2,460 credential transactions within four weeks of
implementation, with 98.3% successful validation and an average block confirmation time of
3.7 seconds. Table 1 presents the statistical overview of the main system performance
indicators.
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Table 1. System Performance and User Evaluation Data
Indicator Mean SD Improvement (%) Sample Size (n)
Transaction

Success Rate 0.983 0.011 +28.5 90
Verification
Time 3.7 0.8 -63.4 90
(seconds)
System
Usability 86.2 5.4 +41.0 90
Score (SUS)
Trust Index
(TAM-based) 4.5 0.3 +38.9 90
Error Rate 0.017 0.004 -41.2 90

The data show a substantial improvement in verification efficiency and a strong trust
perception among users. Transaction success rates approached near-perfect accuracy, and
verification time was reduced by over 60% compared to pre-blockchain processes. These
figures indicate that blockchain significantly enhanced credential processing reliability and
transparency.

The descriptive statistics indicate that blockchain implementation drastically reduced
manual verification delays and administrative errors. The system’s immutability and smart
contract automation ensured that credential issuance and validation required minimal human
intervention. Participants reported that the new model improved confidence in credential
authenticity due to visible digital traceability. The high System Usability Score (86.2) suggests
strong user satisfaction and adaptability among educators and learners alike.

Further analysis of qualitative feedback corroborated the quantitative results. Users
expressed appreciation for the autonomy and transparency provided by the blockchain
interface. Educators highlighted the model’s contribution to institutional accountability, while
learners emphasized its portability for cross-institutional recognition. The increased trust index
reflects a shift from bureaucratic dependency toward technological assurance, illustrating
blockchain’s alignment with lifelong learning principles.

The qualitative data revealed recurring themes related to transparency, efficiency, and
empowerment. Participants emphasized the credibility of immutable digital records and the
removal of third-party verification dependency. Administrators reported fewer disputes
regarding credential authenticity and observed faster cross-departmental coordination. A total
of 82% of learners acknowledged that blockchain-enabled certificates increased their
confidence in presenting credentials to external stakeholders.

Educators viewed blockchain as a pedagogical tool supporting reflective learning, as
students could trace learning achievements digitally. Institutional reports indicated smoother
data management, as credential logs were directly integrated into the Learning Management
System (LMS). The blockchain system fostered collaboration among academic, IT, and
administrative units an indicator of systemic digital maturity.

An inferential analysis using one-way ANOVA tested differences in usability perceptions
among administrators, educators, and learners. The results (F(2,87) = 4.76, p < .05) revealed
significant variation, with educators scoring slightly higher in perceived usefulness (M = 4.61)
than administrators (M = 4.47) and learners (M = 4.42). Table 2 presents the comparative
inferential findings.

Table 2. ANOVA Results of Perceived Usefulness Across Participant Groups

Group N Mean  SD F p
Administrators 15 4.47 0.28 476 0.031
Educators 35 4.61 0.21
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Learners 40 4.42 0.30

The statistical significance suggests differing degrees of engagement and perceived value
depending on participant roles. Educators exhibited the highest enthusiasm for blockchain use,
likely due to their frequent interaction with credential issuance systems. This variance
highlights the need for tailored training programs to ensure equitable digital literacy among all
stakeholders.

Correlation analysis revealed strong positive associations between system usability and
trust perception (r = 0.82, p <.001), as well as between verification speed and user satisfaction
(r=0.77, p < .001). These relationships confirm that improved technical performance directly
contributed to users’ trust in the credentialing process. The integration of smart contracts
correlated with reductions in human error (r = -0.69, p < .01), emphasizing blockchain’s
automation benefits.

The relational findings underscore blockchain’s dual role as both a technological
innovation and a trust-building mechanism. The interdependence between efficiency and
transparency strengthens the argument for embedding blockchain systems within hybrid
learning infrastructures to ensure verifiable, tamper-proof educational credentials.

A case study at University C, a vocational institution, provided deeper insight into
blockchain adoption dynamics. The university used blockchain to issue 780 digital certificates
for professional training modules. The implementation reduced verification time from 24 hours
to under 10 minutes. Feedback from industry partners indicated a 70% increase in employer
confidence regarding credential authenticity.

0.82 0.77

Usability and Verification Speed Smart Contracts

Trust and Satisfaction and Human Error
User-friendly interface Faster verification Automation reduces
builds confidence enhances user potential for mistakes

Figure 1. Correlation Analysis of Blockchain Impact

Administrative records demonstrated a marked decline in documentation errors, and
credential validation became nearly instantaneous through blockchain-led APIs integrated into
the institutional portal. The vocational model illustrated blockchain’s scalability potential in
skill-based education, where frequent credentialing requires high-speed verification.

The University C case confirmed that blockchain’s decentralization reduced institutional
dependency on centralized data management. Stakeholders noted that blockchain facilitated
interoperability with external platforms, promoting mobility and employability among
graduates. The transparent record-keeping enhanced institutional reputation and fostered new
partnerships with industry stakeholders.

Cross-case analysis between universities revealed that institutions with robust digital
infrastructure benefited more quickly from blockchain adoption. Institutions with lower digital
literacy required longer adaptation periods, yet all demonstrated significant improvements in
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credential integrity and workflow efficiency. The findings suggest blockchain’s transformative
potential is scalable across varying educational contexts.

The overall results indicate that blockchain technology is an effective mechanism for
ensuring data authenticity, administrative efficiency, and learner empowerment in hybrid and
lifelong education systems. Quantitative and qualitative evidence converge to show
improvements in verification speed, transparency, and institutional credibility.

The findings confirm the hypothesis that blockchain-based credentialing substantially
enhances trust and operational integrity in education. The integration of blockchain systems
represents a critical step toward building a secure, interoperable, and learner-centered digital
credential ecosystem aligned with 21st-century educational transformation.

The results indicate that blockchain technology substantially enhances the integrity and
efficiency of credential management in lifelong hybrid learning systems. The blockchain-based
platform achieved a 98.3% transaction success rate, reducing average verification time from
hours to seconds. Participants demonstrated high usability and trust levels, with a System
Usability Score of 86.2 and a trust index of 4.5. The decentralized structure eliminated
intermediaries and ensured tamper-proof credential validation, thus streamlining administrative
workflows (Hughes et al., 2025). The data also revealed that educators and administrators
perceived the blockchain platform as a transformative step toward transparent, autonomous
credential ecosystems.

86.2%

98.3% -

)
L <S>

Trust Index

High confidence in
system security

Figure 2. Performance Metrics of Blockchain-Based Credential Management System

The qualitative findings further emphasize the socio-educational value of blockchain
adoption. Educators appreciated its ability to authenticate academic achievements seamlessly,
while students valued the sense of ownership over their digital credentials (Gonzales et al.,
2025). Institutions experienced increased interdepartmental coordination and reduced
bureaucratic overhead. The system’s transparency and immutability proved to be strong
determinants of institutional trust, suggesting blockchain’s alignment with global trends in
digital learning assurance.

Prior research by (Li et al., 2024) and (Liang & Zhai, 2025) has similarly highlighted
blockchain’s potential to decentralize educational records and create secure learning
ecosystems. This study corroborates those findings but extends them by testing blockchain in a
hybrid, multi-institutional Indonesian context where digital maturity varies significantly. The
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success across diverse institutional settings demonstrates blockchain’s scalability beyond
advanced economies, marking a critical advancement for developing nations.

Unlike earlier pilot implementations that remained confined to university credentialing,
this study integrates blockchain within a lifelong learning continuum encompassing both
formal and informal education. The findings contrast with (Liu et al., 2025), who noted
challenges in interoperability and user acceptance, as this study shows strong adaptability and
satisfaction across users. The combination of high trust indices and reduced error rates signals a
successful alignment between technological design and educational purpose.

The findings signify a turning point in the evolution of educational governance and
credential verification. Blockchain’s transparent ledger transforms institutional credibility from
bureaucratic control toward distributed trust (Mosleh et al., 2024). The study’s outcomes reveal
that hybrid learning ecosystems can operate effectively within decentralized verification
frameworks, challenging traditional models of institutional gatekeeping. This shift highlights a
broader educational transition toward learner autonomy and digital accountability (Khairani et
al., 2025).

The positive correlation between usability and trust reflects a deep cognitive shift among
educators and learners in perceiving technology not as an administrative tool but as an ethical
infrastructure for educational integrity (Ooki et al., 2025). The findings also symbolize
Indonesia’s readiness to integrate frontier technologies into national education systems,
bridging gaps in transparency, access, and cross-institutional collaboration.

The implications of these findings are multidimensional. Institutionally, blockchain
adoption redefines credential management by establishing immutable digital trust networks.
Administratively, it reduces fraud and operational inefficiencies, promoting accountability
across educational stakeholders (Sharma et al., 2023). Pedagogically, the model fosters a
culture of self-verification and transparency that aligns with 21st-century digital citizenship
competencies (Vann et al., 2025).

From a policy standpoint, the research suggests that governments and accreditation
bodies should consider blockchain integration as part of national education reform strategies.
Its ability to ensure verifiable lifelong learning pathways contributes to Sustainable
Development Goal 4 (Quality Education), particularly in promoting inclusive, equitable, and
transparent educational access (Salem Balobaid et al., 2023).

The strong results stem from blockchain’s architectural principles decentralization,
immutability, and transparency which collectively resolve the trust deficits inherent in
traditional credential systems. Smart contracts automated verification processes, reducing
human bias and institutional bottlenecks (Raj et al., 2023). Participants’ high satisfaction levels
can be attributed to improved usability design and clear alignment between system
functionality and user needs.

Institutional engagement also played a critical role in the positive outcomes.
Collaborative design workshops ensured contextual adaptation, while localized technical
support facilitated smoother integration (Pulmano et al., 2023). These factors explain why
blockchain implementation was particularly effective in hybrid learning environments that rely
heavily on interoperability and digital record-keeping.

The findings call for scaling blockchain-based credentialing into broader national and
regional education frameworks. Future studies should explore interoperability between
blockchain networks and government education databases to establish a unified digital trust
infrastructure (Spano et al., 2023). Cross-sector partnerships involving industry stakeholders
could expand the model’s relevance to employability verification and workforce development.

Further research should also examine ethical and policy implications, including data
sovereignty, user consent, and environmental sustainability of blockchain systems. The next
stage involves integrating artificial intelligence to analyze blockchain credential data for
predictive insights into learner progression. This convergence of blockchain, Al, and education
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promises to redefine lifelong learning ecosystems by ensuring transparency, personalization,
and inclusivity in a continuously evolving digital age.

CONCLUSION

The research revealed that blockchain integration into lifelong hybrid learning
ecosystems provides a transformative model for managing academic credentials securely and
transparently. The system’s decentralized architecture eliminated forgery risks and
administrative bottlenecks by enabling tamper-proof credential issuance and instant
verification. Statistical analysis confirmed a 63% reduction in verification time and a 41%
decrease in administrative errors, demonstrating blockchain’s practical superiority over
traditional digital record systems. The distinct contribution of this study lies in its focus on
applying blockchain to a lifelong hybrid learning model, bridging formal and informal
education pathways under a single verifiable digital framework. The findings mark a paradigm
shift from centralized institutional control to learner-centered data ownership, strengthening
educational integrity and cross-sector interoperability.

The study provides both conceptual and methodological advancements. Conceptually, it
formulates a Blockchain-Based Credentialing Framework (BBCF) that integrates smart
contracts, decentralized verification, and learner sovereignty principles within hybrid learning
environments. The framework aligns with UNESCO’s lifelong learning agenda and the 21st-
century demand for transparent credential ecosystems. Methodologically, the research
contributes a replicable design-based approach combining system architecture modeling,
usability testing, and stakeholder validation. This dual framework bridges educational
technology design with digital ethics, offering a sustainable model adaptable to diverse
institutional contexts. The research thus advances the discourse on digital trust infrastructure in
education by providing an empirically tested model for credential authenticity, transparency,
and autonomy.

The study’s limitations include a limited institutional scope and the absence of cross-
border interoperability testing, which may constrain the generalizability of the proposed
framework. The sample size, though sufficient for pilot validation, does not capture the full
diversity of lifelong learners across socio-economic and regulatory contexts. Future research
should expand toward multi-institutional blockchain networks, integrating global standards
such as the European Digital Credentials Infrastructure (EDCI) or ASEAN Qualification
Reference Framework (AQRF). Longitudinal studies are also needed to assess long-term
sustainability, user trust evolution, and system scalability under real-world regulatory
conditions. The next phase should focus on integrating Al-driven adaptive verification systems
and data privacy protocols, strengthening blockchain’s potential as the backbone of global,
inclusive, and tamper-proof lifelong learning ecosystems.
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