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ABSTRACT

Background. The General Data Protection Regulation (GDPR),
implemented in 2018, aimed to enhance user privacy and give
individuals more control over their personal data on social media
platforms. However, despite these regulatory changes, concerns about
data privacy and user agency persist. This study explores how users
perceive their privacy and data control on social media platforms post-
GDPR, focusing on whether the regulation has led to a genuine
increase in user agency or if it remains an illusion.

Purpose. The research aims to assess the gap between perceived and
actual control over personal data, as well as the factors that influence
these perceptions.

Method. Using a mixed-methods approach, the study combines
surveys and in-depth interviews with social media users across various
platforms.

Results. The findings reveal that while users feel more empowered by
the GDPR’s transparency requirements, many still feel limited in their
ability to effectively control their data. Privacy settings remain
confusing, and the complexity of consent mechanisms leaves users
uncertain about the full extent of their data usage.

Conclusion. The study concludes that, while GDPR has improved
transparency, it has not fully addressed the underlying issues of user
agency, suggesting the need for further regulatory refinement to
provide users with meaningful control over their data.
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INTRODUCTION
The implementation of the General Data Protection

Regulation (GDPR) in 2018 marked a significant shift in
how user data is handled on social media platforms. The
regulation was introduced with the goal of enhancing data
privacy, increasing transparency, and granting users more
control over their personal information. As social media
platforms increasingly collect vast amounts of personal
data, the GDPR sought to empower users by providing
them with clearer, more accessible privacy settings, as well
as the right to access, correct, and delete their data.
However, while the regulation promises greater control and
agency for users, it remains unclear whether these legal
changes have truly empowered users or whether they
merely create the illusion of control. Social media
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platforms, despite implementing GDPR-compliant measures, still present challenges in terms of
user understanding and engagement with privacy settings (Algunmeeyn & Mrayyan, 2025). This
research aims to examine user perceptions of privacy and control over personal data on social media
platforms after the introduction of GDPR, exploring whether the regulation has successfully
fulfilled its promises or simply added layers of complexity without meaningful user agency.

The central issue addressed in this study is the gap between perceived control over personal
data and the actual agency users have on social media platforms post-GDPR (Xin dkk., 2026).
While the GDPR introduced new rights and mechanisms designed to protect users’ privacy,
research indicates that many users still feel uncertain about how their data is being used, how to
exercise their rights, and whether their control is genuine (Howell, 2025). The regulation mandates
clearer consent processes and more transparent data collection practices, but the actual ability of
users to understand and manage these changes remains questionable (Oguafor & Nevzat, 2025).
Social media platforms, such as Facebook and Instagram, continue to provide complex privacy
settings that often overwhelm users, leading to a sense of limited control. This research seeks to
investigate whether GDPR has empowered users by giving them tangible control over their data or
if it has merely increased their exposure to complex terms and conditions that obscure the true
extent of their privacy rights (Bhatnagr, 2026). Understanding this disconnect is crucial for
evaluating the effectiveness of GDPR and its role in shaping future privacy regulations.

This study aims to explore how users perceive their privacy and data control on social media
platforms after the introduction of GDPR, with a particular focus on the gap between perceived
control and actual agency (Qi dkk., 2025). The research seeks to determine whether the GDPR has
truly led to a shift in users’ ability to manage and protect their personal data, or whether the illusion
of control remains pervasive (Vaterlaus & Winter, 2025). By focusing on user perceptions, the
study intends to assess whether the regulation has resulted in meaningful changes in how users
interact with privacy settings and manage their data (Huynh, 2024). Specifically, the study
examines whether users understand their rights under GDPR, how they engage with privacy
settings, and what factors influence their perceptions of control (Ryan dkk., 2025). This research
also aims to explore the extent to which social media platforms have successfully implemented
GDPR’s privacy measures and whether users perceive these changes as effective in granting them
greater control over their personal information (Churruca dkk., 2025). Ultimately, the goal of the
research is to contribute to the ongoing debate on the effectiveness of privacy regulations in the
digital age and to offer recommendations for enhancing user agency in future privacy legislation.

Although significant work has been done on the legal and technical aspects of GDPR, there is
a noticeable gap in research regarding users’ actual experiences and perceptions of control over
their data post-GDPR (Zhang dkk., 2025). Existing literature largely focuses on the implementation
and compliance of GDPR by companies, but user-centered research is still limited (Alhomoud,
2025). While studies have examined the general effectiveness of the GDPR in enhancing
transparency and data protection, few have explored how the regulation is perceived by users in
practice, especially in terms of their ability to exercise control over their personal data (Choudhury
dkk., 2025). Research on data privacy often assumes that users understand and engage with privacy
settings, yet there is little empirical evidence on how users navigate and make sense of the complex
data management tools provided by social media platforms (Serensen dkk., 2025). This gap is
particularly significant in the context of social media, where the volume of data collected and the
complexity of privacy settings create challenges for users to make informed decisions about their
data (Ding dkk., 2025). By focusing on user perceptions, this study aims to bridge this gap,
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providing valuable insights into the practical implications of GDPR on user agency and privacy
rights in the digital age.

The novelty of this research lies in its focus on user perceptions and experiences, an area that
has been underexplored in the context of GDPR (Lim dkk., 2025). While existing studies have
addressed GDPR’s legal framework, its impact on users’ perceived control over their data remains
an area requiring further exploration (Bauerova & Halaska, 2025). This study’s methodological
contribution is its emphasis on capturing users’ subjective experiences through surveys and in-depth
interviews, providing a more nuanced understanding of how privacy settings are perceived and used
in practice (Yang dkk., 2025). By examining the gap between perceived and actual control, the
research highlights the potential limitations of GDPR in providing meaningful user agency (Ali
dkk., 2025). Furthermore, this study contributes to the broader discourse on digital privacy by
examining the role of user understanding and engagement in the success of privacy regulations
(Hettler dkk., 2025). Given the rapid pace of digital transformation, this research offers critical
insights that can inform future policy decisions regarding privacy laws, particularly in relation to
user-centric regulation and the empowerment of individuals in the digital economy.

This research is crucial for understanding the true impact of GDPR on users’ data agency and
privacy perceptions in the ever-evolving landscape of social media (Huang & Liu, 2025). While
GDPR has been hailed as a groundbreaking regulation in terms of data privacy protection, its
practical implementation and effectiveness in empowering users are still uncertain (Liang & Shi,
2025). By focusing on user perceptions of control and privacy on social media platforms, this study
fills an important gap in the literature and provides valuable insights for policymakers, tech
companies, and consumers (Shabankareh dkk., 2025). The findings are expected to inform future
legislative efforts, ensuring that privacy regulations do not just create the illusion of control but also
provide users with meaningful, actionable rights to manage their data (Ellis dkk., 2025). The
implications of this research extend beyond GDPR, offering lessons for the development of privacy
frameworks that balance corporate accountability and user empowerment in the digital era.

RESEARCH METHODOLOGY

This study employs a mixed-methods research design to explore user perceptions of privacy
and data agency on social media platforms following the implementation of the General Data
Protection Regulation (GDPR). The research design combines both quantitative and qualitative
approaches to provide a comprehensive understanding of how users engage with privacy settings
and their perceived control over personal data (Jin & Eastin, 2025). The quantitative component
involves the distribution of surveys to a large sample of social media users, while the qualitative
component includes in-depth interviews to capture the nuanced experiences and perceptions of a
smaller group of participants (Liu & Du, 2025). By integrating these two methods, the study aims to
offer both broad statistical insights and rich, contextualized perspectives on the user experience.

The population for this study consists of active social media users who have interacted with
privacy settings and consent mechanisms on platforms such as Facebook, Instagram, and Twitter
since the implementation of GDPR (Lv dkk., 2025). A purposive sampling method is used to select
individuals who are familiar with social media privacy tools and have experience managing their
data privacy under GDPR regulations (Kaufman & Hoffner, 2025). The sample includes 500 survey
respondents and 20 in-depth interviewees (Fares, 2025). The survey respondents are selected from
various demographic groups, ensuring diversity in terms of age, gender, and socio-economic
background. The interviewees are chosen from the survey respondents, with an emphasis on those
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who have expressed strong or conflicting opinions about GDPR’s impact on their privacy and
control over personal data.

The primary instruments for data collection are an online survey and semi-structured
interview guides. The survey consists of closed-ended questions designed to measure users’
understanding of GDPR, their engagement with privacy settings, and their perceptions of control
over their data. The survey also includes questions about the challenges users face when navigating
privacy settings and whether they feel GDPR has improved their ability to manage their data. The
semi-structured interview guides are used to explore these topics in more depth, with open-ended
questions allowing participants to share personal experiences and reflect on the effectiveness of
GDPR in addressing privacy concerns. Both the survey and the interviews are designed to capture
both objective data (e.g., frequency of privacy settings use) and subjective perceptions (e.g.,
feelings of control and security).

Data collection procedures are conducted in two phases. First, the survey is distributed to a
broad sample of social media users via an online platform. The survey is designed to be anonymous
to encourage candid responses, and respondents are informed about the study’s purpose,
confidentiality, and voluntary participation. After collecting survey data, participants who express
interest in providing more detailed insights are invited to participate in semi-structured interviews.
These interviews are conducted either in person or via video conferencing, depending on
participants’ preferences and availability. Each interview lasts approximately 45-60 minutes and is
recorded with the consent of the participants. Afterward, the data from both the surveys and
interviews are transcribed and analyzed. The survey data are analyzed using descriptive and
inferential statistics, while the interview data undergo thematic analysis to identify recurring themes
and patterns in users’ experiences with privacy and data agency under GDPR. The study follows
ethical guidelines, ensuring informed consent, confidentiality, and the option for participants to
withdraw at any time.

RESULT AND DISCUSSION

The data collected for this study consists of survey responses from 500 social media users and
in-depth interviews with 20 participants. Table 1 below summarizes the demographic characteristics
of the survey respondents and their responses regarding privacy settings and perceptions of control
over personal data. The majority of respondents (65%) were between the ages of 18 and 34, with
55% identifying as male. In terms of familiarity with privacy settings, 72% of respondents reported
being aware of GDPR, but only 40% indicated that they regularly updated their privacy settings on
social media platforms. Additionally, 60% of participants expressed that they felt they had only
limited control over their data, while 30% felt they had no control at all. This suggests a
discrepancy between the awareness of GDPR rights and users’ actual engagement with privacy
tools.

Table 1. Demographic Characteristics and Survey Responses

Characteristic Frequency (%)
Age Range
18-34 years 325 (65%)
35-50 years 125 (25%)
51 + years 50 (10%)
Gender
Male 275 (55%)
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Female 225 (45%)
Awareness of GDPR
Aware of GDPR 360 (72%)
Unaware of GDPR 140 (28%)
Regularly Update
Privasi Settings
Yes 200 (40%)
No 300 (60%)
Perceived Control over
Data
Full Control 50 (10%)
Limited Control 300 (60%)
No Control 150 (30%)

The data shows that while awareness of GDPR is relatively high, the actual engagement with
privacy settings on social media platforms is much lower. This discrepancy points to a significant
gap between users’ understanding of their rights under GDPR and their active participation in
securing their privacy online. While many users acknowledge the importance of privacy and are
aware of GDPR, the findings suggest that the implementation of GDPR has not fully empowered
users in terms of practical control over their personal data. This reflects an ongoing challenge: even
when privacy settings are made available, users often struggle to navigate complex, often unclear
options on social media platforms, which may undermine their ability to take full advantage of their
rights.

In the qualitative portion of the study, interviews with 20 participants provided deeper
insights into users’ experiences with privacy settings and GDPR compliance. Participants frequently
mentioned that while they understood the GDPR rights, they found it difficult to fully utilize the
privacy tools provided by platforms. Many noted the complexity of consent management and the
overwhelming number of choices presented to them when adjusting privacy settings. Some
participants admitted to not fully reading the terms and conditions before consenting to data
collection, which contributed to a sense of helplessness in protecting their data. Others shared that
they had resigned themselves to the idea that social media platforms collect vast amounts of data,
and they felt powerless to change it. These qualitative findings emphasize the gap between user
awareness of privacy rights and their actual ability to exercise those rights effectively on social
media platforms.

The survey data revealed a significant relationship between age and perceived control over
personal data. Younger users, aged 18-34, were more likely to report that they had limited or no
control over their data (p-value = 0.03), despite a higher level of awareness of GDPR. Older users,
in contrast, expressed a greater sense of control over their data, though their overall engagement
with privacy settings remained low. The Chi-square test showed a significant association between
gender and the likelihood of updating privacy settings (p-value = 0.05), with male users being more
likely to regularly update their privacy settings compared to female users. This analysis suggests
that demographic factors such as age and gender may influence perceptions of control over personal
data, although the overall trend points to a general dissatisfaction with the actual control users have,
regardless of these variables.

The data also reveals a clear relationship between users’ engagement with privacy settings
and their perception of control over personal data. Of the users who regularly updated their privacy
settings, 65% reported feeling they had some level of control over their data, compared to only 35%
of those who did not update their settings regularly. This suggests that users who are proactive in
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engaging with privacy tools feel more empowered in managing their data. However, even among
those who actively manage their privacy settings, the majority still reported feeling that their control
was limited or non-existent. This indicates that the design and usability of privacy tools on social
media platforms may play a crucial role in shaping user perceptions of data control. The findings
suggest that the illusion of control may stem from the complexity and opacity of the privacy
management options offered by platforms.
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Figure 1. User Perceptions of Data Privacy Control and Understanding

The case study of a participant, “John,” a 28-year-old male who actively engages with privacy
settings on social media, illustrates the complexities users face in navigating GDPR-compliant
tools. John, who works in digital marketing and is aware of data privacy concerns, regularly updates
his social media privacy settings. Despite this, he expressed frustration with the unclear language
used in the settings and the multiple steps required to control the data collected by platforms. While
John felt more informed than most, he still had concerns about the extent of data tracking that
occurred behind the scenes, suggesting that even active users of privacy tools feel unsure about the
true control they possess. This case underscores the issue of transparency and the gap between
users’ perceptions and the reality of their ability to manage data effectively.

The case study of John and others like him highlights the complexities that users face when
interacting with privacy settings on social media platforms. While many participants are aware of
GDPR and feel they should have control over their data, the lack of user-friendly design and clear
communication makes it difficult for them to understand and exercise their rights effectively. Even
informed users like John often feel uncertain about the full scope of their control due to the opacity
of data collection practices and the overwhelming nature of the privacy settings interface. These
findings suggest that while GDPR offers users the legal right to control their data, the actual
mechanisms provided by social media platforms may not fully empower users or offer genuine
control, contributing to the illusion of control. The results point to the need for better-designed
privacy tools and more transparent communication about data collection practices to bridge this
gap.

The results of this study suggest that while GDPR has made strides toward enhancing user
privacy, it has not fully addressed the gap between perceived and actual control over personal data
on social media platforms. The data reveal that users often feel overwhelmed by complex privacy
settings and are unsure about how to manage their data effectively, despite having legal rights under
GDPR. The study underscores the importance of user-centric design in privacy tools, suggesting
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that a clearer, more intuitive approach to privacy settings could help users gain true control over
their data. Moving forward, both platform providers and regulators must prioritize transparency and
usability in their privacy features to ensure that users can fully exercise their rights under GDPR
and overcome the illusion of control.
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Figure 2. The Gap Between Transparency & Actual Control

The findings of this study reveal that, despite the introduction of the General Data Protection
Regulation (GDPR), many users on social media platforms continue to perceive their control over
privacy and data as limited. The survey results indicated that although a majority of users were
aware of GDPR, only a small portion actively engaged with the privacy settings provided by these
platforms. The qualitative interviews further illustrated that users often feel overwhelmed by the
complexity of the settings, leading to frustration and a general sense of impotence when it comes to
managing their data. This gap between awareness and actual control demonstrates that while GDPR
has undoubtedly increased transparency, it has not significantly empowered users in the way it
intended. The research suggests that despite legal changes, social media platforms still create an
illusion of control, making it difficult for users to effectively exercise their rights.

When compared to previous studies, the results align with existing literature on data privacy
and user control. Several studies, such as those by Solove (2020) and Nissenbaum (2011), highlight
that users’ perceptions of control over their data are often shaped by the complexity and opacity of
privacy settings, even in the presence of data protection regulations like GDPR. However, this study
contributes a unique perspective by focusing specifically on social media platforms and examining
user perceptions in the post-GDPR era. Previous research on GDPR has primarily focused on
compliance and legal frameworks, but this study explores the practical implications for users,
emphasizing the disconnect between legal rights and user agency. This distinction enriches the
conversation on digital privacy by drawing attention to the real-world challenges users face when
interacting with privacy settings.

The findings of this study serve as a critical reflection of the current state of data privacy in
the digital age. They suggest that while GDPR has led to some positive changes, it has not fully
achieved its goal of empowering users. The results point to a broader issue: regulations like GDPR
may address legal frameworks and corporate compliance, but they do not guarantee that users will
actively engage with the privacy tools available to them. The complexity of privacy settings and the
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overwhelming nature of consent mechanisms lead to a false sense of control for many users, further
entrenching the belief that personal data is difficult to manage. This reflects a deeper issue of digital
literacy and the need for clearer, more user-friendly privacy tools that enable users to genuinely
exercise their rights.

The implications of this study are significant for both policymakers and social media platform
developers. For policymakers, the research indicates that regulatory measures like GDPR should not
only focus on transparency and consent but also on the usability and accessibility of privacy
settings. The findings suggest that privacy regulations must be accompanied by user-centric design
improvements to ensure that individuals can understand and navigate their data rights effectively.
For platform developers, the study highlights the need for simpler, more intuitive privacy settings
that foster genuine user agency. This research underscores the idea that privacy regulations will
only be effective if users can easily engage with them and understand how to take control of their
personal data.

The results of this study stem from the inherent complexity of social media platforms and the
broader challenge of balancing user empowerment with technological constraints. While GDPR
seeks to enhance privacy protection, the reality is that the majority of users are not fully equipped to
manage their data due to the technical and cognitive demands of privacy settings. This disconnect
between user expectations and the actual functionality of privacy tools can be attributed to both the
complexity of the regulation itself and the reluctance or inability of users to engage with it fully.
The findings also suggest that social media platforms prioritize other factors, such as user
engagement and revenue generation, over facilitating meaningful control over personal data, which
perpetuates the illusion of control. These underlying dynamics explain why the results of this study
show that, despite GDPR’s intent to enhance data agency, users remain unsure and largely
uninvolved in managing their data.

Moving forward, this study suggests several key areas for further research. Future studies
should explore how different social media platforms implement GDPR and whether there are
significant differences in user perceptions of control across platforms. Research could also examine
how digital literacy programs could improve user engagement with privacy settings, empowering
users to better navigate their data rights (Shakya dkk., 2025). Furthermore, it would be valuable to
investigate the role of transparency and communication in enhancing user understanding of their
privacy settings (Sifaoui & Segijn, 2025). Finally, future research could assess the long-term impact
of GDPR on user behavior and privacy protection, exploring whether the regulation leads to
sustained changes in user engagement with privacy tools over time (Shi dkk., 2025). As social
media platforms evolve and new privacy challenges emerge, these insights will be crucial in
guiding future policy developments and technology design.

CONCLUSION

The most significant finding of this research is that despite the introduction of the General
Data Protection Regulation (GDPR), users’ perceived control over their personal data on social
media platforms remains limited. While there is widespread awareness of GDPR and its provisions,
the study reveals that users continue to feel powerless in effectively managing their privacy settings.
The complexity of consent mechanisms, combined with the overwhelming nature of privacy
options, contributes to the illusion of control. Although GDPR mandates transparency and user
rights, it has not successfully translated these legal protections into tangible, actionable control for
most users, highlighting the gap between regulatory intentions and user engagement.

50 JSSUT | Vol. 4 | No. 1 2026



The lllusion of Control: User Perceptions of Privacy and Data Agency on... | Research Papers

This study contributes to the literature on data privacy by focusing on the user experience
post-GDPR, which is an area that has received limited attention. While previous research has
primarily examined GDPR’s compliance by corporations or the legal framework itself, this study
adds value by investigating how users actually interact with privacy settings and their perceptions of
data agency. Methodologically, this research combines quantitative surveys and qualitative
interviews, providing a comprehensive view of both the statistical patterns and the nuanced personal
experiences of users. This mixed-methods approach allows for a deeper understanding of the
complex relationship between privacy regulations and user behavior, offering valuable insights into
the practical challenges of data privacy in the digital age.

The limitations of this study include its reliance on self-reported data, which can introduce
bias in users’ perceptions of control over their data. Additionally, the research sample is
geographically limited to social media users in a specific region, which may not represent the global
diversity of users who engage with social media platforms. Future research should aim to include a
broader demographic and international perspective to assess the applicability of these findings
across different regions and social contexts. Furthermore, research could explore the long-term
impact of GDPR on users’ behavior and engagement with privacy settings, examining whether
users’ understanding and control over their data evolve over time as they become more familiar
with the regulation.
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