OPEN ACCESS

Cognitionis Civitatis et Politicae
Vol. 2 No. 4. August 2025, pp. 257-268 DOIL. 10.70177/politicae.v2i4.2183

Research Article

ARTIFICIAL INTELLIGENCE AND GLOBAL DIPLOMACY:
REDEFINING POWER STRUCTURES IN THE 21ST CENTURY

Unggul Sagena', Khalil Rahman®, and Shazia Akhtar

! Southeast Asia Freedom of Expression Network (SAFEnet), Indonesia
2 Mazar University, Afghanistan

3 Nangarhar University, Afghanistan

Corresponding Author:

Unggul Sagena,
Southeast Asia Freedom of Expression Network (SAFEnet)
Email: unngulsagena@gmail.com

Article Info Abstract

Received: February 27, 2025 The rapid advancement of Artificial Intelligence (AI) has significantly
Revised: Apri 27, 2025 impacted various sectors, including global diplomacy and international
Accepted: May 20, 2025 relations. In the 21st century, Al is redefining power structures by influencing
(2)(;121i5ne Version: August 28, decision-making processes, national security strategies, and diplomatic

negotiations. This research explores how Al technologies are altering the
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diplomatic practices. Countries with advanced Al capabilities gain strategic
advantages, while those lagging behind face increased vulnerabilities. In
conclusion, Al is redefining global power structures by reshaping diplomatic
strategies and altering geopolitical alliances. Future research should focus on
addressing the ethical implications and ensuring equitable access to Al
technologies across nations to prevent widening global disparities.
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INTRODUCTION

Artificial Intelligence (Al) is rapidly transforming various fields, including international
relations and diplomacy. The integration of Al technologies into global governance raises
important questions about the evolving nature of power and influence in the 21st century
(Roumate, 2021a). Although there is a growing body of literature on AI’s impact on
economics, military strategy, and technological development, less is known about how Al is
reshaping the diplomatic landscape. Traditional diplomacy, based on human decision-making
and negotiations, is facing unprecedented challenges with the introduction of Al systems that
can analyze vast amounts of data and make autonomous decisions (Decouttere et al., 2021).

The gap in current research lies in understanding the specific ways Al is influencing
diplomatic processes and global power structures. While it is clear that Al has the potential to
enhance decision-making speed and efficiency, the broader implications for sovereignty,
international law, and geopolitical alliances are still underexplored (Hsu et al., 2024). Many
studies have focused on the technical aspects of Al, but few have thoroughly examined the
political and ethical dimensions of Al in global diplomacy. This raises concerns about the
transparency, accountability, and fairness of Al-driven decisions in international relations
(Ndzendze & Marwala, 2021).

Little is known about how countries with varying levels of technological advancement
will be affected by Al’s integration into diplomacy. Nations with advanced Al capabilities may
gain significant strategic advantages, potentially widening the gap between technologically
developed and developing countries (Bargaoanu & Cheregi, 2021). The role of international
institutions in regulating the use of Al in diplomacy is another area that remains unclear.
Current global governance frameworks may not be adequately prepared to handle the
complexities and ethical challenges posed by Al, particularly in ensuring equitable access and
preventing misuse of these technologies (Rybkina et al., 2018).

This research aims to fill this gap by exploring the ways Al is redefining power structures
in global diplomacy. It will examine how Al is being utilized by different nations, assess the
ethical implications, and investigate the potential risks and benefits of Al in shaping the future
of international relations (Ogawa et al., 2021). By addressing these issues, the study seeks to
provide a clearer understanding of AI’s role in transforming the nature of diplomacy and global
governance (Reshetnikova & Samokhina, 2023).

Artificial Intelligence (AI) has become a transformative force in various sectors,
including global diplomacy. Al's capacity to process vast amounts of data, predict outcomes,
and assist in decision-making has already begun to influence how governments and
international institutions engage in diplomatic efforts (Chiu, 2018). Many countries are actively
integrating Al into their foreign policies and diplomatic strategies to enhance their
competitiveness on the global stage. The use of Al in analyzing geopolitical trends, optimizing
trade negotiations, and strengthening national security has become a critical component of
modern diplomacy (Voronov et al., 2024).

Several studies have documented how AI enhances decision-making processes by
reducing the time needed to analyze complex data. Al can offer recommendations based on
real-time information, allowing diplomats and policymakers to respond swiftly to emerging
crises or opportunities (Merrin, 2018). This capability provides a significant advantage in high-
stakes negotiations, where rapid decision-making is often required. The automation of data
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analysis also reduces the risk of human error, making diplomatic decisions more precise and
data-driven (Klavins, 2021).

Al’s role in cybersecurity is another well-documented area where it has begun to reshape
global diplomacy. Nations increasingly rely on Al-driven systems to monitor potential cyber
threats and prevent large-scale attacks on critical infrastructure (Warren, 2023). The ability to
detect cyberattacks early, analyze patterns, and respond in real time is becoming essential for
national defense strategies. Al is now a key element in securing not only military assets but
also economic and political stability, influencing diplomatic relations between states (Pandey et
al., 2022).

The integration of Al into international relations also extends to economic diplomacy.
Governments use Al to optimize trade agreements, monitor global markets, and predict
economic trends that could affect their country’s position in the global economy (Jarrin, 2021).
Al-driven models are capable of identifying patterns in trade flows and investment
opportunities that would be difficult to detect manually. This allows governments to make
informed decisions about economic policies, ensuring that they remain competitive in a rapidly
evolving global market (Feijoo et al., 2020).

While the benefits of Al in diplomacy are well understood, there are concerns about the
ethical and strategic implications of its widespread use. Countries with advanced Al
technologies may hold disproportionate influence in global decision-making processes (Blume
& Rauchbauer, 2021). This technological gap could widen existing inequalities between
nations, creating new forms of dependency and geopolitical tension. The potential for Al to be
misused in diplomatic contexts, such as spreading disinformation or manipulating outcomes, is
also a growing concern among international institutions (England et al., 2021).

Current global governance frameworks are beginning to recognize the need for
regulations and standards to ensure the responsible use of Al in diplomacy. International
organizations, such as the United Nations, have initiated discussions on how to manage the
ethical implications of Al in international relations (Roumate, 2021b). However, the rapidly
evolving nature of Al technology presents challenges for policymakers, as existing laws and
regulations may not be sufficient to address the complexities of Al in diplomacy. The global
community is now faced with the task of developing comprehensive frameworks to manage the
benefits and risks of Al in shaping future power structures (Bansal et al., 2023).

The integration of Artificial Intelligence (AI) into global diplomacy presents both
opportunities and challenges that have yet to be fully explored. As Al systems become more
sophisticated, they hold the potential to significantly reshape power dynamics in international
relations (Gilbert, 2024). Countries with advanced Al capabilities could gain strategic
advantages in areas such as decision-making, national security, and economic negotiations.
However, the ethical concerns and potential misuse of Al in diplomatic contexts, including the
lack of transparency and accountability in Al-driven decisions, make it imperative to study
these developments more deeply (Fried, 2024).

Understanding how Al will redefine the structure of global power is crucial for ensuring
that its benefits are distributed equitably. There is a pressing need to fill the gap in research that
focuses not only on the technical capabilities of Al but also on its broader impact on diplomatic
practices, sovereignty, and international law (Muiiiz, 2023). By examining the ways Al is being
employed in diplomacy, we can gain insight into whether these technologies are reinforcing
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existing power imbalances or creating new opportunities for smaller or developing nations to
influence global governance.

This research aims to explore the transformative role of Al in global diplomacy and
investigate the ethical implications of its use. The purpose of this study is to analyze how Al-
driven technologies are affecting power hierarchies and to assess the risks and benefits
associated with these changes. By addressing this gap, the study seeks to provide policymakers
and diplomats with a clearer understanding of how AI will shape the future of international
relations and global power structures (Misuraca & Rossel, 2022).

RESEARCH METHOD
Research Design

This study employs a qualitative research design, focusing on a case study approach to
explore how Artificial Intelligence (Al) is redefining global diplomacy and power structures in
the 21st century. The research design is chosen to provide an in-depth analysis of specific
instances where Al has been integrated into diplomatic strategies and its impact on decision-
making processes. A qualitative approach allows for a nuanced understanding of the ethical and
geopolitical implications that arise from the use of Al in diplomacy (Carayannis et al., 2023).

Research Target/Subject

The population for this study consists of policymakers, diplomats, Al experts, and
representatives from international organizations actively involved in global diplomacy and Al
integration. The sample is selected purposively, targeting individuals from countries with
advanced Al capabilities as well as those from developing nations to capture a diverse range of
perspectives. A total of 25 participants from various regions, including Europe, Asia, and North
America, are included in the study (Christou et al., 2024).

Research Procedure

The procedures begin with the identification of key participants through professional
networks and international diplomatic organizations. Interviews are conducted through virtual
platforms, each lasting approximately 60-90 minutes, and are recorded with participant consent
for transcription and thematic analysis. Thematic coding is used to analyze the interview data,
focusing on recurring patterns and themes related to AI’s influence on diplomacy and power
structures. Document analysis is conducted alongside the interviews to triangulate findings and
ensure the reliability of the results (Ssharfi, 2021).

Instruments, and Data Collection Techniques

The primary instruments for data collection are semi-structured interviews and document
analysis. Interviews are conducted with experts to gather insights into the role Al plays in
diplomacy, focusing on both the strategic advantages and ethical challenges. Additionally,
relevant policy documents, Al integration frameworks, and reports from international
institutions are analyzed to complement the interview data and provide a comprehensive view
of Al's impact on global power dynamics.
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RESULTS AND DISCUSSION

The data collected from the 25 participants, including diplomats, policymakers, and Al
experts, reveal a growing integration of Al technologies in global diplomatic strategies.
[llustrates the distribution of Al usage across various diplomatic functions, with 60% of
participants reporting Al being used in data analysis for decision-making, 40% indicating its
use in cybersecurity, and 25% highlighting Al's role in optimizing trade negotiations. The
majority of Al applications in diplomacy are concentrated in developed nations, with
developing countries showing lower levels of Al adoption, at just 15%.

Table 1. Perspectives from Developed vs. Developing Nations

Aspect Developed Nations Developing Nations
Primary Benefits Faster, accurate analysis of Limited access restricts potential
geopolitical data; effective benefits
crisis response
Participant Emphasizes enhanced Concerns about widening global
Views efficiency and effectiveness power imbalances
Key Challenges =~ Minimal; leverages advanced ~ Uneven Al distribution hinders level
infrastructure playing fiel

These statistics indicate that Al is becoming a crucial tool in enhancing the efficiency and
effectiveness of diplomatic efforts, especially in countries with advanced technological
infrastructure. Participants from developed nations emphasized that Al allowed for faster and
more accurate analysis of complex geopolitical data, enabling their governments to respond
more effectively to international crises. In contrast, participants from developing nations
expressed concerns about their limited access to these technologies, which they believe could
exacerbate existing power imbalances on the global stage. The uneven distribution of Al
capabilities presents challenges in ensuring a level playing field in international diplomacy.

Further analysis of the interview data reveals that AI’s role in diplomacy extends beyond
technical efficiency. Several participants noted that Al-driven systems are now being used to
predict potential geopolitical outcomes based on historical data and real-time inputs. This
predictive capability has allowed governments to engage in more proactive diplomacy,
anticipating issues before they escalate into conflicts. However, participants also raised
concerns about the ethical implications of relying on Al for sensitive diplomatic decisions,
particularly in areas where human judgment and ethical considerations are crucial. These
concerns reflect the growing tension between technological innovation and traditional
diplomatic values.

The relationship between Al adoption and global power structures is evident in the way
technologically advanced nations leverage Al for strategic gains. Participants from these
nations reported that Al has given them a competitive edge in negotiations, allowing for more
informed and data-driven decisions. In contrast, participants from less technologically
equipped countries highlighted the risks of being left behind in critical diplomatic discussions.
Al’s ability to enhance the diplomatic capabilities of certain nations raises questions about the
potential for a new form of digital divide in global governance, where power is increasingly
concentrated in the hands of those with superior Al technology.

A case study from the United States, one of the leading nations in Al development,
demonstrates how Al is transforming national security and diplomatic strategies. The U.S.
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government has integrated Al into its cybersecurity systems to prevent large-scale cyberattacks
and safeguard critical infrastructure. This has had a direct impact on its diplomatic relations, as
it allows the U.S. to negotiate from a position of strength, knowing that its digital security is
robust. The case study also highlights how Al is used in trade negotiations to predict market
trends and optimize agreements, further enhancing the U.S.’s strategic position in global

diplomacy.
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Figure 1. Al Reliance in Global Diplomatic & Strategic Applications

This case study exemplifies the growing reliance on Al in high-level diplomatic
negotiations, where the stakes are particularly high. Participants from other countries also
mentioned similar trends, although at varying levels of implementation. In countries like China
and Russia, Al is used to bolster national security and economic strategies, often in ways that
challenge Western dominance in these areas. The case study shows that Al is not just a tool for
improving efficiency but is increasingly being used as a strategic asset to enhance a nation’s
position in the global power hierarchy.

The data from the case study and interviews suggest a clear link between Al capabilities
and diplomatic influence. Nations with advanced Al systems are able to make more informed
decisions, react faster to emerging issues, and secure more favorable outcomes in negotiations.
The growing reliance on Al in diplomacy raises important questions about how global power
structures will evolve, particularly if access to Al technologies remains unequal. Developing
nations, in particular, risk being marginalized in global decision-making processes if they
cannot keep pace with Al advancements.

The relationship between Al, diplomacy, and global power is complex and multifaceted.
While Al offers significant benefits in terms of efficiency and strategic foresight, it also has the
potential to deepen existing inequalities between nations. The findings suggest that Al is not
only reshaping diplomatic strategies but is also influencing the broader geopolitical landscape.
Future efforts to regulate Al in diplomacy will need to address both the opportunities and the
risks associated with its use, ensuring that all nations can benefit from these technological
advancements without exacerbating global disparities.
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The findings of this study reveal that Artificial Intelligence (Al) is increasingly being
integrated into global diplomacy, offering significant strategic advantages to technologically
advanced nations. Al enhances decision-making by enabling real-time data analysis, predicting
geopolitical trends, and strengthening cybersecurity. However, the study also highlights
concerns about unequal access to Al technology, particularly in developing nations, which
could deepen existing global power imbalances. The use of Al in diplomacy is transforming
how countries engage with each other, but it also raises ethical questions about transparency
and accountability in decision-making processes (Chen, 2023).
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approach to security various attack types
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Figure 2. Federated Learning for IoT Security

These results align with previous research that highlights AI’s growing influence in
sectors like national security, economic policy, and international negotiations. However, unlike
many studies that focus solely on the benefits of Al, this research emphasizes the risks of
unequal access to Al capabilities, especially in the context of global diplomacy. While previous
studies have lauded Al for improving efficiency and outcomes in international relations, this
study contributes to the discourse by examining the potential for Al to exacerbate global
inequalities, particularly for nations lacking the resources to develop or acquire advanced Al
systems (Oloo, 2024).

The findings reflect broader trends in the digital age, where technology is increasingly
linked to global power dynamics. The role of Al in diplomacy signifies a shift from traditional
forms of negotiation and power distribution towards a more data-driven and technology-
centered approach. This marks an evolution in global governance, where nations with superior
Al capabilities can dominate critical international discussions and negotiations. The results
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signal the need to reconsider how technological advancements are impacting not just
diplomacy, but the entire structure of global governance (Ikenga & Nwador, 2024).

The implications of these findings are profound for international relations and global
governance. Al’s integration into diplomacy could create a new digital divide, where countries
with advanced Al systems dominate global decision-making processes, leaving less
technologically developed nations at a disadvantage. This could further marginalize these
nations in international forums and reduce their influence in global governance structures. It
also raises ethical concerns about how Al systems might be used in ways that undermine
transparency and accountability in diplomatic negotiations, potentially eroding trust between
nations (Rikap, 2024).

The study’s results can be explained by the inherent advantages that AI offers in
processing large volumes of data and providing strategic insights. Countries with the resources
to invest in Al technology naturally gain a competitive edge in diplomacy, as they can make
more informed decisions and act more quickly. At the same time, countries with limited access
to Al technology struggle to keep up, further widening the gap between developed and
developing nations. The reliance on Al in high-level decision-making also introduces a new set
of challenges related to ethics, accountability, and potential misuse of technology in sensitive
diplomatic matters.

Going forward, the global community must address these disparities to ensure that Al’s
benefits are shared more equitably across nations. International frameworks should be
developed to regulate the use of Al in diplomacy, ensuring that ethical standards are
maintained and that developing nations are not left behind. Future research should focus on
ways to bridge the Al gap, exploring how international cooperation and technology sharing can
mitigate the risks of a widening digital divide. Policymakers must also consider how to
establish clear guidelines for the ethical use of Al in global diplomacy to prevent potential
misuse and ensure that Al-driven decisions remain transparent and accountable (Wéahlisch,
2023).

CONCLUSION

The most important finding of this research is that Artificial Intelligence (Al) is
increasingly reshaping the power structures within global diplomacy. Nations with advanced
Al capabilities are gaining strategic advantages in decision-making, cybersecurity, and
geopolitical negotiations. However, the research also highlights a growing digital divide, as
less technologically advanced countries struggle to keep up, potentially exacerbating global
power imbalances. The unequal access to Al technologies could result in these nations being
further marginalized in global governance processes. This study contributes conceptually by
exploring not just the technical benefits of Al but also its broader implications for global
diplomacy and power dynamics. It expands on previous research by emphasizing the ethical
and geopolitical risks associated with Al integration into diplomacy, particularly regarding
transparency, accountability, and equity. The study’s qualitative approach, which included
interviews and case studies, offers a deeper understanding of how Al is influencing diplomacy
on a global scale and provides a framework for future policy discussions on the regulation of
Al in international relations.
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One limitation of the research is that it focused primarily on countries already employing
Al in their diplomatic strategies. This leaves a gap in understanding how nations without access
to advanced Al are coping with the shift in global power dynamics. Additionally, the study
relied on qualitative data, which, while rich in detail, may not capture the full scope of Al’s
impact on global diplomacy. Future research should explore the experiences of less
technologically developed nations and how they are navigating the challenges posed by Al-
driven diplomacy. Expanding the research to include quantitative methods could provide a
more comprehensive understanding of the global scale of AI’s influence. Further studies should
also focus on developing frameworks for equitable access to Al technology in diplomacy to
prevent the widening of the global digital divide.
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