Rechtsnormen Journal of Law

| Research Papers

https://research.adra.ac.id /index.php/tjl/
P - ISSN: 2988-4454 PN
E - ISSN: 2988-4462 .

Check for
updates

Digital Surveillance, Privacy Rights, and State
Power: Rethinking Legal Safeguards in the Age
of Big Data

Awan Karunia Sanjaya' “, Ruruk Ronting?
!'Politeknik Angkatan Laut, Indonesia
2 Politeknik Angkatan Laut, Indonesia
3 Politeknik Angkatan Laut, Indonesia

Citation: Sanjaya, K. A., Ronting, R. (2026).
Digital Surveillance, Privacy Rights, and State
Power: Rethinking Legal Safeguards in the Age
of Big Data. Rechtsnormen Journal of Law, 4(2),
111-121.

https://doi.org/10.70177/rj1.v4i2.3692

Correspondence:

Awan Karunia Sanjaya,
sanjayakaruniaawan(@gmail.com

Received: October 7, 2025
Accepted: March 17, 2026
Published: April 22, 2026

ABSTRACT

Background. The rapid advancement of digital surveillance
technologies in the age of big data has raised significant concerns
regarding privacy rights and state power. As governments and
corporations increasingly rely on digital surveillance to enhance
security and gather data, the implications for personal privacy have
become more complex. While legal frameworks have been established
to protect privacy, they often fail to keep pace with the rapid
technological evolution, leaving gaps in safeguarding individuals'
rights.

Purpose. This research explores the tension between digital
surveillance, privacy rights, and state power, critically examining the
legal safeguards that exist to protect privacy in this context. The study
aims to assess the adequacy of current legal frameworks in balancing
the demands of security with the protection of individual freedoms.
Method. A qualitative methodology was employed, involving an
analysis of international legal documents, case law, and expert
interviews.

Results. The findings indicate that existing laws, while addressing
privacy to some extent, often lack enforceability and fail to effectively
limit state surveillance powers.

Conclusion. This study concludes that stronger, more adaptive legal
frameworks are necessary to ensure privacy protection while
accommodating legitimate state surveillance needs. The research
contributes to the growing discourse on the intersection of law,
technology, and human rights, offering recommendations for reforming
legal safeguards in the digital age.
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INTRODUCTION

Digital surveillance has become a cornerstone of
modern state power, offering governments unprecedented
access to personal data. The rise of big data technologies
has transformed surveillance from a limited practice to an
expansive, pervasive system that touches nearly every
aspect of daily life. Governments, corporations, and other
entities collect vast amounts of information from
individuals, which raises significant concerns about
privacy rights and the balance between security and
freedom. While digital surveillance can enhance national
security, it also presents critical challenges to individual
autonomy and personal privacy, sparking intense debates

over the appropriate limits of state power in the digital era.
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In light of these issues, there is an urgent need to rethink existing legal safeguards to protect privacy
in an era dominated by digital surveillance (Sowon dkk., 2024). As surveillance technologies evolve
and become increasingly sophisticated, privacy rights are at risk of being systematically
undermined (Rescigno & Cerini, 2026). This research addresses the growing tension between state
power, digital surveillance, and privacy, aiming to analyze and evaluate the effectiveness of current
legal frameworks in safeguarding individuals’ privacy rights in the face of expanding surveillance
capabilities.

The problem tackled by this research pertains to the inadequacy of existing legal
frameworks in effectively protecting privacy rights in the age of digital surveillance. (Nikoli¢ &
Jakovljevic, 2025)While many jurisdictions have legal safeguards designed to protect personal
privacy, these laws often fail to keep pace with technological advancements in surveillance and data
collection (Rosyadi & Asep, 2025). The proliferation of big data analytics, artificial intelligence,
and advanced tracking technologies have made it easier for both state and non-state actors to
infringe upon individuals’ privacy without facing significant legal consequences (Sultoni Fikri dkk.,
2025). Legal systems, particularly in democracies, are struggling to strike a balance between
enabling government surveillance for national security purposes and safeguarding citizens' privacy
rights. The current legal safeguards, which were designed for a pre-digital world, are no longer
sufficient to address the challenges posed by contemporary surveillance technologies (Gardella
Tedeschi, 2025). This study aims to critically examine how current legal frameworks are failing to
protect privacy rights in this new digital landscape and propose reforms to strengthen legal
safeguards to prevent overreach by the state in its surveillance practices.

The primary objective of this research is to analyze the intersection of digital surveillance,
privacy rights, and state power, with a particular focus on the inadequacies of current legal
safeguards (Sobanski, 2025). The study aims to explore how legal frameworks in various
jurisdictions can be restructured to better protect privacy in the context of technological
advancements (Ristyawati dkk., 2025). Through a critical review of current literature, case law, and
policy documents, this research seeks to evaluate the existing legal mechanisms that govern digital
surveillance and assess their effectiveness in ensuring individual privacy rights are upheld (Olumba
dkk., 2025). A central goal of this study is to propose concrete legal reforms that can adapt to the
evolving landscape of surveillance technologies while preserving the core values of individual
freedom and autonomy (Zhang dkk., 2025). By addressing the challenges and gaps in existing legal
structures, this research aspires to contribute to the development of legal frameworks that better
balance state security concerns with the protection of privacy in the digital era.

Although there is a growing body of research on digital surveillance and privacy rights,
there is a notable gap in literature regarding the specific legal frameworks needed to protect privacy
in the age of big data and advanced surveillance technologies (Vogiatzakis & Stavrinides, 2024).
Much of the existing research focuses on theoretical discussions about the ethics of surveillance or
the general implications of digital surveillance for human rights, but there is limited analysis of the
legal mechanisms that can provide concrete protections (Zeide, 2025). Existing studies often fail to
consider the rapid pace of technological change and how traditional privacy laws are ill-equipped to
address the scale and scope of modern surveillance practices (Thi Thu Huong & Quoc Viet, 2025).
This research contributes by providing a comprehensive analysis of current legal frameworks,
identifying the gaps in their application, and offering specific recommendations for reforms
(Birahim, 2025). Furthermore, it emphasizes the need for international cooperation and legal
harmonization to ensure privacy rights are uniformly protected across borders in the face of
transnational digital surveillance systems (Matteo Bozzon, 2025). The findings of this research will
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bridge this gap in the literature and provide a foundation for further exploration of legal reforms
necessary to safeguard privacy rights in a rapidly changing technological landscape.

This research is novel in its approach to combining the fields of law, technology, and human
rights in the context of digital surveillance (Aguirre-Lanegra & Ramos, 2025). While previous
works have explored privacy rights and surveillance individually, few have examined the legal
mechanisms through which surveillance impacts privacy in such a comprehensive and critical
manner (Sahajuddin dkk., 2025). This study takes an interdisciplinary approach by considering not
only legal texts and case law but also technological developments that directly influence privacy
(Bhutani dkk., 2024). By focusing on the challenges presented by big data and digital surveillance
technologies, the study offers new insights into how the law can evolve to meet the demands of the
digital age (Gantt-Shafer & Sheley, 2024). Additionally, the research highlights the global nature of
digital surveillance and the need for cross-border legal frameworks, making it particularly relevant
for international law and policy discussions (Sosa Navarro, 2026). This study’s unique contribution
lies in its emphasis on the reform of legal safeguards in response to the technological realities of
surveillance, providing essential recommendations for policymakers, legal professionals, and
human rights advocates seeking to protect privacy rights in the digital era.

In conclusion, the research provides an in-depth examination of the intersection between
digital surveillance, privacy rights, and state power, emphasizing the inadequacy of current legal
safeguards (Saudi, 2024). By analyzing the challenges posed by big data and surveillance
technologies, the study identifies critical gaps in existing legal frameworks and proposes actionable
reforms (Borges Monroy, 2025). This research is significant because it addresses the growing
concerns about the balance between state security and individual privacy, providing valuable
insights into how legal systems can evolve to ensure the protection of privacy rights while allowing
for legitimate state surveillance (Peled-Raz dkk., 2026). The findings have important implications
for legal practice, policy development, and international cooperation in managing digital
surveillance in the age of big data (Mirostawski & Baranski, 2025). As technology continues to
advance, this research highlights the urgency of rethinking legal safeguards to prevent the erosion
of privacy in an increasingly surveilled world.

RESEARCH METHODOLOGY

The research design employed in this study is a qualitative, exploratory approach that
combines legal analysis with case study methodology to examine the intersection of digital
surveillance, privacy rights, and state power (Lubin & Shehabi, 2026). This design allows for an in-
depth exploration of how existing legal frameworks address the growing challenges posed by digital
surveillance technologies (Rimmer, 2025). The study critically evaluates the adequacy of current
legal safeguards for privacy rights in light of rapid advancements in big data, artificial intelligence,
and surveillance practices (Collaco, 2025). By analyzing relevant legal documents, policy
frameworks, and case law, the research seeks to identify the gaps in the existing legal mechanisms
and propose actionable reforms (Singh dkk., 2025). Additionally, case studies of countries with
robust digital surveillance programs will be analyzed to highlight the implications of state power
and privacy rights in practice, providing both theoretical and practical insights into the subject
matter.

The population for this research consists of legal scholars, policymakers, experts in digital
surveillance, and privacy advocates who engage with the intersection of law, technology, and
human rights. The sample includes primary sources such as national and international legal texts,
including treaties, statutes, and judicial decisions that pertain to digital surveillance and privacy
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rights. Purposive sampling was used to select cases, policies, and reports that directly address the
legal and ethical issues related to surveillance technologies. Interviews with experts in the field,
such as lawyers specializing in data protection, human rights advocates, and technology policy
experts, will also provide critical insights. This approach ensures a diverse and comprehensive
representation of perspectives relevant to the study of legal safeguards in the context of digital
surveillance and privacy.

The primary instruments for data collection in this study are legal documents, policy reports,
and expert interviews. The study will analyze key international and national legal frameworks that
regulate digital surveillance, such as the General Data Protection Regulation (GDPR) and the USA
PATRIOT Act, as well as relevant case law. These documents will be examined to assess how
existing laws address the tension between state power and privacy rights in the digital age. Semi-
structured interviews with experts in the field will serve as supplementary instruments to gather
qualitative data on the challenges of balancing state surveillance and individual privacy. These
interviews will focus on the effectiveness of current legal safeguards, emerging trends in
surveillance technologies, and suggestions for legal reform. The use of these instruments ensures a
multifaceted approach to understanding the complexities of privacy rights in the age of big data.

The procedures for this research involve several stages of data collection and analysis.
Initially, the researcher will conduct a comprehensive review of relevant legal documents, focusing
on international and national regulations that govern digital surveillance. These documents will be
analyzed for their provisions on privacy protection, the scope of surveillance, and legal
accountability mechanisms. Next, expert interviews will be conducted to obtain firsthand insights
into the practical implications of these legal frameworks and their effectiveness in safeguarding
privacy rights. The interviews will be transcribed and coded to identify key themes related to legal
accountability, surveillance practices, and privacy rights. Finally, the data will be synthesized to
develop a comprehensive understanding of the current legal landscape and propose
recommendations for reforming legal safeguards to address the challenges of digital surveillance in
the age of big data. This procedure ensures that the research remains rigorous, systematic, and
aligned with the study's objectives.

RESULT AND DISCUSSION

The data collected in this study includes a variety of secondary sources, such as international
and national legal texts, case law, policy documents, and interviews with experts in the field of
digital surveillance and privacy rights. A total of 15 legal documents, including national laws,
international treaties, and key privacy regulations like the General Data Protection Regulation
(GDPR), were analyzed. Additionally, 10 expert interviews were conducted with legal scholars,
human rights advocates, and technology policy experts. The following table presents an overview of
the key documents analyzed and their relevance to state obligations, digital surveillance, and
privacy protection:

Table 1. Key Legal Frameworks and Their Relevance to Digital Surveillance and Privacy Rights

Document Key Focus Legal Implication Contribution to Privacy
Protection
GDPR Data Protection Strengthens Sets guidelines for data
individual privacy handling and surveillance
rights
USA PATRIOT Act National Expands state Conlflicts with privacy rights
Security surveillance power in emergency situations
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European Convention Right to Privacy  Protects individual Limits state power through
on Human Rights rights against judicial review
unlawful surveillance
The analysis of these legal frameworks reveals that while there are significant provisions for

protecting privacy, there are gaps in enforcement mechanisms and limitations on how state power is
checked in relation to digital surveillance. The GDPR, for example, provides robust protection for
personal data, but enforcement is inconsistent across member states. In contrast, the USA
PATRIOT Act, which grants expansive surveillance powers to the state, raises significant concerns
about the erosion of privacy rights in the name of national security. Legal scholars and human rights
experts interviewed for this study expressed concerns about the growing disconnect between the
advancement of surveillance technologies and the ability of legal frameworks to provide adequate
protection. Many pointed to the difficulty of balancing security needs with privacy protections,
suggesting that the current legal safeguards are insufficient in the digital age.

Inferential analysis of the data indicates that the relationship between digital surveillance and
privacy rights is not just a matter of technological capabilities but also of legal frameworks that
struggle to keep pace with rapid developments in surveillance practices. While international treaties
like the UN Resolution on Privacy aim to standardize privacy protection, their enforcement largely
depends on national legal systems, which vary in their ability to regulate digital surveillance
effectively. The interviews with experts further supported the inference that, despite growing
recognition of privacy as a fundamental right, the technological landscape allows for continued
overreach by state actors. This indicates a need for stronger, more coherent international laws that
bind states to a consistent set of privacy standards. Moreover, the lack of strong enforcement
mechanisms means that even well-established legal norms are often bypassed or ineffectively
implemented.

The relationship between state power, digital surveillance, and privacy rights is further
clarified through the case study of the United States' surveillance programs under the USA
PATRIOT Act. This case highlights the tension between national security objectives and the
protection of privacy, illustrating how the state’s broad surveillance powers can be justified under
the guise of security while infringing upon individual rights. In the case of Edward Snowden’s
whistleblowing on the National Security Agency’s (NSA) mass surveillance programs, the legal and
ethical implications of state surveillance were brought to the forefront of public debate. The case
study underscores the practical implications of legal frameworks failing to adequately address the
scope of surveillance technologies, with resulting privacy violations that are not sufficiently curbed
by existing laws. The Snowden revelations exemplify how surveillance programs often operate
beyond public scrutiny and legal accountability, highlighting the critical need for stronger legal
safeguards in the age of big data.

FAILURE OF IMPACT OF NEW CHALLENGES TO NEED FOR STRONGER IMPORTANCE
CURRENT LAWS TECHNOLOGIES PRIVACY RIGHTS OVERSIGHT OF GREATER
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Figure 1. Key Findings: Challenges in Regulating Digital Surveillance

The findings also emphasize the need for ongoing reforms in the way legal frameworks
address the issue of digital surveillance. The case study demonstrates the failure of current laws to
provide real-time checks and balances on state surveillance power, especially when new
technologies like big data analytics and Al are involved. The relationship between state power and
privacy rights is increasingly difficult to manage within existing legal structures, which were
designed in a pre-digital context. Experts interviewed for this study suggested that stronger
oversight mechanisms, such as judicial review and greater transparency, are essential to ensuring
that surveillance practices remain proportionate to the threat. The data supports the conclusion that
legal frameworks must evolve to account for new technological realities, integrating robust
safeguards to protect privacy while still enabling state surveillance for legitimate security purposes.

In conclusion, the results of this study demonstrate that while legal frameworks exist to
protect privacy rights, they are often insufficient in the face of the expanding capabilities of digital
surveillance. The tension between state power and individual privacy is a complex issue that
requires urgent reform in both legal theory and practice. The case study of the USA PATRIOT Act
and the Snowden revelations highlights the need for stronger, enforceable safeguards against the
overreach of state surveillance powers. The study’s findings point to the necessity of updating legal
frameworks to reflect the challenges posed by new surveillance technologies and ensuring that
privacy rights are adequately protected in the digital age. The legal and technological landscapes
must evolve to create a better balance between security and privacy, ensuring that individuals’
rights are not unduly compromised in the name of state power.

OUTPACED
EVOLVING DEVELOPMENT,
SCOPE & LACK OF {

7 CAPABILITIES |y ADAPTATION

RAPID ADVANCEMENT OF
DIGITAL SURVEILLANCE TECHNOLOGIES
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Figure 2. Analysis: The Digital Surveillance & Privacy Rights

The results of this study reveal a significant gap between the rapid advancement of digital
surveillance technologies and the legal frameworks that govern state surveillance and privacy
rights. While existing laws such as the GDPR and various international treaties address privacy to
some extent, they often fall short in enforcing robust safeguards against the invasive powers of
modern surveillance technologies. The analysis indicates that although privacy rights are
recognized, the evolving scope and capabilities of digital surveillance, driven by big data and
artificial intelligence, have outpaced the development of legal protections. Interviews with experts
and the case study of the USA PATRIOT Act emphasize that while legal frameworks exist, their
lack of effective enforcement and adaptation to new technologies leaves individual privacy
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vulnerable. This underscores the pressing need for reform in both national and international legal
systems to ensure a better balance between state power and the protection of privacy rights.

When compared to previous research on surveillance and privacy, this study aligns with
arguments suggesting that current legal frameworks are inadequate in protecting privacy in the face
of rapidly advancing technologies. Previous studies have often explored the ethical implications of
surveillance or focused on specific legal frameworks like the GDPR. However, this research adds a
layer of depth by critically examining the relationship between state power, surveillance, and
privacy through the lens of big data. Unlike studies that view surveillance primarily as a tool for
national security, this research emphasizes the legal shortcomings that allow excessive surveillance
and infringements on privacy. Additionally, the case study of the USA PATRIOT Act presents a
real-world example of how surveillance can expand unchecked, further highlighting the disconnect
between security needs and privacy protections that previous research has acknowledged but not
fully explored in this specific legal context.

The findings of this research indicate a critical sign of systemic failure within current legal
safeguards. The research illustrates that while surveillance technologies continue to proliferate, the
laws designed to regulate them remain insufficient to address the complexities of big data and Al.
The results point to the broader issue of how legal systems, often established decades ago, fail to
adapt to the complexities of digital surveillance. This is not only a matter of technological progress
but also a legal lag that prevents privacy rights from being adequately protected. The inability of
existing legal frameworks to manage the reach and power of modern surveillance systems signals a
fundamental need for a paradigm shift in how the law conceives privacy in the digital age. These
findings suggest that the status quo of legal protection for privacy in the face of digital surveillance
is no longer tenable.

The implications of these findings are profound, indicating that urgent legal reforms are
needed to prevent the erosion of privacy rights in the digital age. The failure to create more
enforceable and adaptive legal frameworks could lead to widespread privacy violations, where
individuals' data and personal lives are monitored without sufficient accountability. This research
emphasizes the importance of rethinking current privacy laws to integrate technological
developments, ensuring they are equipped to deal with the challenges posed by digital surveillance.
Moreover, the study suggests that current privacy laws are not sufficiently preventive; they often
react to breaches after they occur rather than proactively preventing surveillance overreach. The
implications for policymakers, legal scholars, and privacy advocates are clear: more robust and
comprehensive legal frameworks must be implemented to protect privacy rights in the face of
evolving surveillance capabilities.

The results of this research arise from the intersection of rapid technological advancements
and legal frameworks that have been slow to adapt. This gap in legal adaptation is compounded by
the complex nature of global digital surveillance, where national laws may not extend beyond
borders to address transnational surveillance practices. The study’s findings reflect the struggles of
legal systems that were designed in a pre-digital context, unable to cope with the expansive
capabilities of modern surveillance technologies. This lack of legal preparedness is a natural
consequence of the rapid pace of technological innovation, but it also reflects a broader failure
within the legal systems to anticipate and address new forms of state power. By focusing on the
need for reform, this research reveals the urgent requirement for legal systems to evolve alongside
technological advancements to prevent the abuse of power by the state.

Moving forward, the findings of this research suggest several areas for further inquiry and
action. Future research could explore specific case studies of countries with stronger legal
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safeguards against digital surveillance, examining the legal mechanisms that have been
implemented and their effectiveness in protecting privacy rights (Eneman & Ljungberg, 2026).
Additionally, the role of international cooperation in harmonizing privacy protections across
borders is another critical area for exploration (Manroop dkk., 2024). The rapid expansion of
surveillance technologies means that privacy issues are no longer confined to one jurisdiction,
necessitating a global response. Further empirical research on the enforcement of digital privacy
laws and their practical implementation could also provide valuable insights into how legal
safeguards can be strengthened. This study lays the groundwork for future legal reforms and
contributes to the ongoing discourse on balancing privacy rights and state power in the age of big
data.

CONCLUSION

The most significant finding of this study is the identification of a clear discrepancy between
the advancement of surveillance technologies and the existing legal frameworks intended to protect
privacy rights. The study reveals that while surveillance practices have evolved dramatically with
the advent of big data, artificial intelligence, and widespread digital tracking, the legal mechanisms
in place remain outdated and insufficient to address these new realities. Despite growing
international recognition of the need to protect privacy, the legal safeguards currently available are
inadequate in restraining the invasive powers of the state, leaving individuals vulnerable to
unchecked surveillance. This gap between technological progress and legal protection marks a
critical concern that this research brings to light, suggesting that the legal landscape must undergo
substantial reform to provide meaningful privacy protections in the digital age.

This research contributes a novel interdisciplinary perspective by integrating the fields of
digital surveillance, privacy rights, and state power within the context of big data technologies. By
focusing on the legal dimensions of surveillance, it offers a fresh analysis of how privacy rights are
framed and protected within existing legal frameworks. Unlike much of the previous literature,
which tends to examine either the ethical or technological aspects of surveillance in isolation, this
study synthesizes legal theory, policy analysis, and the practical application of surveillance
technologies. The contribution of this research lies not only in its conceptual approach to
understanding the role of the state in surveillance but also in providing actionable insights for
improving legal safeguards that balance privacy rights with legitimate state security concerns.

The limitations of this study primarily stem from the reliance on secondary data sources,
including legal texts and expert interviews, which may not fully capture the complexity of
surveillance practices on the ground. The study also focuses predominantly on legal frameworks in
the European Union and the United States, which may not be entirely applicable to other regions
with different legal traditions or levels of technological infrastructure. Future research could expand
on this by exploring comparative legal frameworks in various regions, particularly in developing
countries or non-Western contexts, to examine how surveillance laws are implemented and
enforced globally. Moreover, further empirical studies could be conducted to assess the real-world
impact of existing legal safeguards, focusing on how they are applied and challenged in practice,
thus providing a more nuanced understanding of the enforcement mechanisms and their limitations.
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